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1.1 Data privacy regulation comes  
of age in Asia

In recent times there has been an explosion 
of new data privacy regulation across the 
Asia region. 

Hong Kong and Japan, Asia’s earliest movers, 
passed comprehensive data privacy laws in 
1995 and 2003, respectively. The Privacy 
Framework agreed by the Asia-Pacific 
Economic Co-operation (APEC) member 
economies in 2005 became the formal impetus 
for further regulatory development. Through 
their Privacy Framework, APEC took the 1980 
OECD Guidelines on the Protection of Privacy 
and Transborder Flows of Personal Data as the 
cornerstone for new data privacy laws in Asia, 
and in so doing, set expectations that the 
‘European model’ would prevail in the region. 
It has taken some time since the establishment 
of the Privacy Framework for further 
legislative development to advance, but the 
past three years have seen OECD-model-based 
data privacy regimes brought forward in India, 
Singapore, Malaysia, the Philippines, South 
Korea and Taiwan. Perhaps most significantly, 
1 September 2013 saw the first OECD-model 
data privacy regime brought into force in 
China. Although limited in its application to 
telecommunications and internet service 
providers, China’s new Personal Information 
Regulation is nevertheless an important 
milestone for data privacy regulation in 
the region.

1.2 Why the push  
for heavier regulation?

On its face, Asia’s lawmakers’ motivations for 
pursuing greater regulation of data privacy in 
Asia appear to be primarily economic. The 
APEC Privacy Framework emphasises a need to 
foster greater consumer confidence in 
e-commerce as its primary justification. It has 
also been made explicit by some government 
officials in the region that raising data privacy 
standards serves to encourage international 
data transfers to growing offshore IT and 
business process services industries. While 
economic motivations are no doubt 
influential in policy developments in this 
area, it is equally clear that the increasing 
potential for misuse of electronic databases 
(both public and private) have given Asians 
very good personal reasons to be concerned 
about the state of their data privacy laws. 
Elsewhere in the world, we have seen that 
movements in data privacy regulation and in 
enforcement policy are often ‘event driven’. 
Public perceptions of personal data security in 
the aftermath of a significant, well-publicised 
breach will often influence how aggressively 
the laws are enforced and how steep the 
penalties for non-compliance are in practice. 
We expect this to be the same in Asia, and, in 
fact, we have already seen this to be the case 
in Hong Kong (please see the ‘Hong Kong’ 
section for further details). 
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1.3 What do the regulatory 
developments mean for business?

Businesses in Asia are faced with a critical step 
for change to their compliance requirements. 
In adopting the ‘European model’, Asia’s 
lawmakers are taking a comprehensive 
approach to regulation that necessitates 
a comprehensive response from business. 
Personal data is now pervasive in business 
operations, in particular, data relating to 
customers (often a business’s most valuable 
asset) and employees (critical to a business’s 
operations). In jurisdictions where historically 
there has been no data privacy regulation, 
the changes to operating procedures and 
behaviours in relation to personal data are 
significant and the effort involved in 
achieving compliance in practice should not 
be underestimated. The development of formal 
written data privacy policies is best practice. 
In order to be effective, these policies need to 
be published, enforced and regularly updated 
to reflect both changes in the law and changes 
in the way that the business collects and 
processes personal data.

The next few years will be critical as these new 
laws are put to the test and regulators begin to 
navigate their way through the complexities of 
the subject. How closely will Asia’s regulators 
stick to the ‘European model’ in practice? It 
remains to be seen. 

It is noteworthy that the global backdrop in 
data privacy regulation has become an 
increasingly volatile one. Data privacy issues 
are now regularly making news headlines. 
Europe has found itself at a crossroads with its 
new Data Protection Regulation, which would 
significantly increase the compliance burden 
on businesses operating there (and on 
businesses in Asia and elsewhere which target 
markets in Europe through the internet). 
Data privacy regulation has also gained 
increasing focus in the US, although still on 
a sector-by-sector basis in areas such as the 
internet and online behavioural advertising. 
The debate over cyber security has added a 
new political dimension to the debate, and 
will no doubt impact regulatory development 
in Asia as it has elsewhere.

1.4 Our guide: an overview

In this guide, our objective is to help 
businesses adapt to Asia’s fast-moving data 
privacy regulatory environment. We take stock 
of the current state of data privacy laws in 
China, Hong Kong, India, Japan, Singapore, 
Malaysia, the Philippines, South Korea, 
Taiwan and Vietnam. The laws of these 
countries span a significant range in terms of 
their state of development and highlight that 
Asia’s lawmakers are not adopting a ‘one size 
fits all’ approach to regulation. We have 
compared these countries by highlighting 
specific topics which we find to be most 
significant to businesses seeking to comply 
with the law. We have illustrated the 
differences in approach to regulation in Asia 
by preparing a ‘data privacy heat map’ that 
compares the various regimes across a range 
of factors. This is intended to show the relative 
strictness of the regulation and enforcement 
environment across the jurisdictions.
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1.5 Data privacy regulation in Asia: 
looking forward

While we hope that the country-specific 
‘snap shots’ of the current state of data privacy 
laws are useful to businesses assessing their 
compliance requirements in the region, it is 
equally important to track the issues that are 
likely to influence future regulatory change. 
We believe that the following are the 
most important:

1.5.1 Regulating ‘Big Data’: e-commerce

E-commerce has seen explosive growth in Asia. 
In the PRC, for example, e-commerce now 
reportedly represents a US$200bn industry, 
and expectations are that it will double again 
in size by 2015. Across the wider Asia region, 
consumer acceptance of e-commerce has been 
impressive, with a total sales volume in excess 
of US$330bn in 2013, surpassing that of the 
US’s e-commerce market.

Personal data is often described as the 
lifeblood of e-commerce, the primary tool for 
businesses to reach their customers. Given 
the enormous opportunities for sales of goods 
and services through e-commerce, significant 
effort is being applied to developing 
technologies that extract ever finer data points 
from consumer behaviour with a view to being 
better able to predict, influence and capitalise 
on spending choices, wherever and whenever 
they are made. ‘Data science’, the application 
of advanced analytical techniques to this task, 
is the subject of enormous investment. The 
interest in data analytics is not limited to 
technology companies. Consumer products 
businesses, banking, insurance and financial 
services businesses and other businesses with 
large volumes of transactional data and other 
personal data see these holdings as 
increasingly valuable business assets. The 
online world, of course, is generating much of 
what has come to be called ‘Big Data’. Webpage 
analytics, browser ‘cookies’ and ‘beacons’ and 
other technologies are quietly assembling 

enormous and very valuable collections of 
personal data. With significant global uptake 
of social media, individuals are aiding in the 
cause by publishing ever greater volumes 
of personal information about themselves. 
Regulators are only now starting to take steps 
towards developing rules to deal specifically 
with these activities. Asia’s lawmakers will no 
doubt be forced to address these same issues 
in the coming years in the same way that 
their counterparts in Europe and the US have 
been doing.

We have already seen some important 
initiatives on this front, including the Hong 
Kong’s Privacy Commissioner for Personal Data 
issuance of guidance on the use of cookies and 
China’s new Personal Information Regulation 
making express reference to internet ‘log data’ 
as a form of personal data. We expect these 
developments to gather pace in the next 
few years.

1.5.2 Cross-border data transfers

As is the case globally, businesses in Asia are 
increasing leveraging regional and global IT 
systems in order to achieve greater operational 
efficiencies, reduce costs and deliver better 
service across widely dispersed business 
operations. The technology involved in these 
solutions typically involves the consolidation 
of databases (or, conversely, the dispersal of 
databases through cloud computing and other 
technologies), meaning that cross-border data 
flows often play a key part. The data export 
restrictions found in many of the new laws 
being implemented in Asia pose a significant 
challenge to this trend. The European model 
of data privacy regulation does of course 
include data export restrictions as one of its 
key principles. However, Europe’s Directive 
95/46 created a ‘data wall’ around the entire 
European Economic Area, not around 
individual countries, as is the approach being 
taken by a number of jurisdictions in Asia. If 
the primary motivations behind the APEC 
Privacy Framework are economic, then surely 
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the raising of standards of data privacy 
regulation across the region under the 
framework is intended to be mutually 
supportive of cross-border data flows between 
jurisdictions having comparable regulatory 
standards, rather than actually making 
cross-border transfers more difficult than 
they were before the Privacy Framework 
was agreed. 

We have some optimism that regulators will 
co-operate on this front as the new legislation 
is bedded down and practical guidance on 
compliance is issued. Asia’s early movers on 
data privacy regulation, Hong Kong and Japan, 
have long been supportive of cross-border data 
transfers to their neighbours, provided they 
are properly managed. In February 2013, 
Singapore’s new Personal Data Protection 
Commission published a consultation paper 
that looked specifically at this issue, and there 
are indications that a flexible approach will be 
taken, leaving businesses to enter into data 
export contracts that respect the requirements 
of Singapore’s Personal Data Protection Act. 
Whether or not APEC will co-operate more 
broadly to achieve some form of mutual 
recognition of data privacy regimes remains 
to be seen.

Matters of ‘data sovereignty’, ie concerns that 
foreign law enforcement officials will have 
unfettered access to data offshored to their 
jurisdiction, will no doubt come to the fore in 
Asia as they have elsewhere. We believe that 
this will become an increasingly important 
consideration for businesses choosing offshore 
locations for their data. Recent concerns about 
cyber security have underscored this point. 
From a practical perspective, data privacy law 
will be expected to provide some scope for law 
enforcement authorities to access personal 
data without the data subjects’ consent. Asia’s 
laws are no exception. The more critical point 
is in the laws governing investigatory powers 
and the degree to which there is regulatory or 
judicial oversight of law enforcement requests 

and demands for data and how effective this 
oversight is in practice. In any event, the 
decision as to what data should be exported 
and where it should be exported to must be a 
well-informed and pragmatic choice that takes 
this full range of issues into account.

1.5.3 Cyber security

Cyber security is rapidly emerging as a key 
issue for businesses in Asia. Legislative 
initiatives are now in full swing in Europe and 
the US and are gathering pace here in the Asia 
region.

As a topic, cyber security draws in a much 
wider range of issues than just data privacy. 
In particular, cyber security is concerned with 
national security issues, such as the resilience 
of critical infrastructure such as power 
generation and distribution systems, 
telecommunications and financial systems, 
and the protection of state secrets from 
unauthorised access. It is also concerned with 
‘industrial espionage’, protecting trade secrets 
and other intellectual property rights from 
unauthorised access by business competitors 
and state-sponsored hackers. Data privacy 
regulation is also an important element of 
cyber security, and we have already seen 
elements of some of the new data privacy laws 
in Asia implement reforms that could be 
implemented as part of a broader cyber 
security initiative, such as data breach 
notifications to regulators and detailed 
requirements in relation to information 
security, rather than are usually seen in the 
European model of data privacy regulation.
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1.6.5 Sensitive personal data

A number of new regimes in Asia have adopted 
a separate category of ‘sensitive personal data’ 
which is regulated to a higher standard than 
personal data in general. Separate regulatory 
treatment of sensitive personal data can 
create challenges for HR databases and 
marketing databases.

1.6.6 Scale of fines

We compared the fines applicable to data 
privacy breaches across the region, noting that 
some jurisdictions still have fairly nominal 
fines applicable to data privacy breaches, while 
others, in particular Singapore, are moving 
quickly towards more substantial consequences.

1.6.7 Aggressiveness  
of enforcement environment

Finally, we compared the levels of enforcement 
activity across the jurisdictions. This criterion 
is more difficult to apply in jurisdictions which 
have only recently enacted data privacy laws 
and do not yet have a regulatory track record. 

We emphasise that given the recent 
establishment of many of the data privacy 
regimes analysed, we will need to recheck 
regularly our assessments as the approaches to 
interpreting and enforcing the laws in each 
jurisdiction become clearer over time. While 
the APEC Privacy Framework set 
harmonisation of data privacy regulation 
across Asia as one of its principal objective, 
each jurisdiction has taken its own approach 
to implementing the principles set out in the 
Privacy Framework and data privacy 
regulation is by necessity crafted in very 
general terms and is subject to differences in 
interpretation. The diverging approaches to 
data privacy regulation taken by European 
Community member states implementing 
Directive 95/46 stands as an apt example of 
how the practical implementation of these 
laws can generate significantly different 
regulatory environments. 

1.6 The data privacy  
heat map: methodology

Our data privacy heat map compares the data 
privacy regimes analysed in our guide to 
highlight the more challenging regimes from a 
business perspective. To this end, each regime 
has been scored against the following criteria:

1.6.1 Stringency of consent requirements

A number of jurisdictions require explicit 
consent for some types of personal data 
processing. ‘Opt-in’ consents to use personal data 
in direct marketing is a typical differentiator. 
Other jurisdictions do not specifically regulate 
direct marketing or are, expressly by the terms 
of the law or otherwise, more accommodating 
of deemed or implied consents.

1.6.2 Restrictions on overseas transfers

The ability to move data across borders is 
increasingly critical to doing business in Asia’s 
growing economies. In following the European 
model, a significant number of Asian 
jurisdictions are adopting export controls.

1.6.3 Data security breach  
notification requirements

A surprisingly large number of Asian 
jurisdictions have moved towards mandatory 
data breach notification requirements. 
Others have voluntary regimes or no 
explicit requirements.

1.6.4 Regulation of data processors

Historically, data privacy regulation has 
focused on making ‘data owners’ responsible 
for compliance with data privacy requirements, 
without direct regulation of ‘data processors’ 
that enter into service arrangements to process 
data on behalf of the ‘data owners’. Some of the 
new regimes are following developments in 
Europe which include a push towards making 
data processors primarily liable under the law. 
We see this as a key consideration given its 
potential impact on the market for technology 
services involving third party data processing, 
such as outsourcing and cloud services.
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3.1 Overview

The People’s Republic of China (PRC) does not 
yet have a comprehensive data privacy law, 
meaning that the legal requirements 
applicable to the processing of personal 
data in any given context may draw from 
industry-specific laws, regulations and 
standards but may also include general 
principles found in the civil law, the Tort Law 
or the Criminal Law. 

The most significant regulatory advances have 
come in the telecommunications and internet 
services sector. The Personal Information 
Regulation brought into force by the Ministry 
of Industry and Information Technology (the 
MIIT) on 1 September 2013 (discussed in more 
detail below) represents the most significant 
step by a PRC regulator towards comprehensive 
regulation based on the 1980 OECD Guidelines 
on the Protection of Privacy and Transborder 
Flows of Personal Data. There is also specific 
regulation of personal data privacy issues in a 
range of sectors and contexts, including 
banking and insurance, consumer protection, 
consumer credit referencing and employment.

As more and more industry-specific 
regulation in the PRC starts to track the 
OECD model, it becomes more realistic that 
some form of comprehensive private sector 
regulation will be brought forward. 

3.2 What is the approach to regulation?

There is no comprehensive data privacy 
regulation in the PRC. However, the concept of 
personal privacy is generally recognised in a 
number of the PRC laws and a range of legal 
protections relating to privacy can be found in 
various regulations, rules, measures and 
sector-specific regulation, including those 
listed below:

3.2.1 The PRC constitution 

The PRC constitution recognises the protection 
of ‘personal dignity’ and the ‘freedom of 
communications and privacy of 
communications’ as fundamental rights.

Although the constitution does not expressly 
define ‘personal dignity’, it is generally 
accepted, with support from judicial 
interpretation, that this right includes an 
individual’s right to privacy. A citizen’s rights 
to freedom of communications and privacy of 
communications are not absolute, but are 
subject to the interests of national security and 
criminal investigations. The relevant 
authorities are permitted to collect personal 
information from organisations or 
individuals and to intercept and censor 
private correspondence.

3.2.2 The PRC Tort Law

The PRC Tort Law, which took effect in 2010, 
includes a general right to privacy as an 
actionable civil right, although the precise 
scope of this right remains to be 
determined judicially.

The Tort Law also provides for specific aspects 
of data privacy in particular contexts. For 
example, internet content providers may be 
liable for privacy infringements and hospitals 
and other medical facilities must observe a 
patient’s right of privacy.

3.2.3 The PRC Criminal Law

Amendments to the PRC Criminal Law, 
promulgated in February 2009, created new 
offences in relation to the misuse of personal 
information, specifically in relation to: (i) the 
disclosure of personal data by state officials or 
by officials in financial, telecommunications, 
transportation, educational or medical 
institutions; and (ii) the theft of personal data 
by individuals. In both cases, the offence only 
applies in ‘severe’ cases. Offences are 
punishable by fines (the maximum fine is 
unspecified) and/or up to three years.

Press reports have reported a number of 
prosecutions and convictions under these 
offences, mainly in relation to the misuse 
of personal data in connection with other 
unlawful acts, such as identity theft 
or extortion.
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3.2.4 Consumer Rights and Interests 
Protection Law

Amendments to the PRC Consumer Rights and 
Interests Protection Law that come into force 
on 15 March 2014 introduce general 
requirements on businesses for the collection 
and use of consumers’ personal information. 
The measures are designed to increase 
transparency and accountability of businesses 
in their use of consumers’ information and 
provide enhanced protection against 
unauthorized disclosure. Strict confidentiality 
and technical measures must be implemented 
and businesses are prohibited from sending 
commercial messages to consumers without 
their consent or request or where the 
consumers have expressly objected. 

3.2.5 The Public Networks Decision

On 28 December 2012, the PRC National 
People’s Congress adopted the Decision 
on Strengthening Protection of Network 
Information (the Public Networks Decision). 
The Public Networks Decision regulates data 
privacy in respect of personal data transmitted 
via public telecommunications networks. 

Particular provisions in the Public Networks 
Decision that depart from the standard OECD 
model include: 

• network access providers and network 
publishing service providers are required 
to request users to register their true names 
and personal details as a condition for 
providing services (eg on blogs, when 
signing up for internet, phone and mobile 
services); and

• network service providers are required to 
keep records of incidents of transmission of 
illegal content and report such occurrences 
to the authorities.

3.2.6 Personal Information Regulation

The Regulation on Personal Information 
Protection for Telecoms and Internet Users 
(Personal Information Regulation) came into 
force on 1 September 2013. The regulations 
were an initiative of the MIIT and apply to the 
collection and use of personal information by 
telecommunication services operators and 
internet information service providers. A wide 
range of entities may fall into the category of 
internet information service providers since 
the definition is broadly translated to mean 
any entity that ‘provides information through 
the internet to users’. The scope likely catches 
a wide range of commercial websites operated 
by businesses in the PRC, including corporate 
websites and product information sites. The 
Personal Information Regulation broadly 
tracks requirements under the OECD Guidelines 
and the European Directive 95/46 that service 
providers obtain consent to the collection and 
use of personal information; prepare and 
publish protocols for the collection and use of 
personal information and not collect personal 
information which is excessive in relation to 
the purposes for which it has been collected. 
Security measures, including installation of 
proper security programmes such as firewalls 
and antivirus programs, are required.

3.2.7 National Standards

The ‘Information Security Technology – 
Guidelines for Personal Information Protection 
within Public and Commercial Services 
Information Systems’ (The National Standards) 
came into effect in February 2013. The 
National Standards introduce a set of  
non-binding standards applicable to the 
collection, use and disclosure of personal data 
by organisations (other than governmental 
authorities) through information systems in 
the PRC. The National Standards were released 
by the PRC Standardisation Administration 
and  the General Administration of Quality 
Supervision, Inspection, and Quarantine and 
apply across the private sector. However, its 
scope of protection is limited to personal 
information that is stored on information 
systems. The National Standards do not 
contain penalties in the event of a breach.
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• obtain the consent of individuals 
from whom personal information 
is collected; and 

• publish personal information collection 
and use rules. 

3.5.2 Personal Information Regulation

The Personal Information Regulation requires 
telecommunications and internet service 
providers to seek individual consent to the 
collection and use of their personal information. 

Service providers must also inform users of:

• the purpose, method and scope of 
information collection;

• the channels available for viewing and 
updating personal information; and 

• the consequences they face should they 
decline to provide the personal information 
being requested. 

The provisions do not specify whether consent 
must be obtained by way of ‘opt-in’ or ‘opt-out’ 
mechanism. 

3.5.3 National Standards

Under the National Standards, the 
administrator of personal information is 
required to obtain the individual’s consent 
before processing their personal information 
(passive consent through non-objection is 
acceptable for general personal information, 
but the individual’s express consent is required 
for sensitive personal information) and inform 
individuals of the purposes of processing 
during the collection of their personal 
information. Personal information cannot be 
used for purposes other than those originally 
notified to the individual. The administrator 
must cease processing the personal information 
once the purpose for which it was collected has 
been fulfilled.

3.3 Is there extraterritorial effect? 

There is no express indication of  
extra-territorial effect in the regulations and 
measures that relate to data privacy in the 
PRC. However, offshore collection of PRC data 
subjects’ personal data online or through 
a website or email communications to PRC 
citizens’ email addresses will be deemed 
‘doing business in the PRC’ where the 
operations of the offshore business specifically 
targets PRC citizens and the business entity is 
required to establish a local presence in the 
PRC that is subject to PRC law.

3.4 Regulator and authority

There is no single regulatory authority in the 
PRC principally responsible for data privacy 
issues. The various laws, regulations, rules and 
measures that relate to data privacy are 
enforced through the courts, the public 
security department and various other 
sector-based regulatory authorities (in the 
credit reference, banking, telecommunications 
and internet network sectors). 

3.5 On what basis can personal data  
be processed? 

Many of the more recent reforms in PRC data 
privacy law take individual consent as the 
basis for processing of personal data. The 
following are some key examples:

3.5.1 The Public Networks Decision

Under the Public Networks Decision, network 
service providers and other enterprises and 
institutions are required, when gathering and 
using electronic personal information of 
citizens in business activities, to: 

• adhere to the principles of legality, 
rationality and necessity; 

• explicitly state the purposes, manner 
and scope of collecting and using 
personal information; 
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3.6 Is there a concept of ‘sensitive 
personal data’ and, if so, how is it 
treated differently?

With the exception of the National Standards, 
the various rules and regulations that relate 
to data privacy do not generally draw a 
distinction between general and ‘sensitive’ 
personal data.

Under the National Standards, sensitive 
personal information is personal information 
that if disclosed or amended without 
authorisation would result in negative impact 
on the individual concerned. Sensitive 
personal information may include ID card 
numbers, mobile phone numbers, race, 
political views, religions, genetic information 
and fingerprints. General personal information 
is defined as personal information that 
excludes sensitive personal information. When 
collecting sensitive personal information, the 
subject’s express consent must be obtained 
(opt-in). When collecting general personal 
information, tacit consent is required ie 
non-objection by the individual (opt-out). 
Organisations should not collect sensitive 
personal information of minors below 16 years 
old, or other persons who are of limited 
capacity, unless such information is strictly 
necessary and the express consent of their 
legal guardians is obtained.

3.5.4 Consumer Protection law

The newly amended PRC Consumer Rights and 
Interests Protection Law requires businesses, 
when collecting personal information from 
consumers, to: (i) comply with the principles 
of legitimacy, fairness and necessity; (ii) 
expressly provide information to the consumer 
on the purpose, method and scope of collection 
and use of the information; and (iii) obtain the 
consumer’s consent. The specific type of 
consent, whether express, written or 
otherwise, is not defined in the law. In 
addition, businesses are required to publish 
their policies on the collection and use of 
personal information and not to violate the 
law or provisions of their policies.

3.5.5 Employment 

Since 1 January 2008, employers have been 
required to keep employees’ personal 
information confidential under the Provisions 
on Employment Service and Employment 
Management. Employers must also obtain 
employees’ written consent before disclosing 
their personal information, or any intellectual 
property created in the course of their 
employment, to third parties.

3.5.6 Banking

Under the Provisional Rules on Management 
of Individual Credit Information Database 
(Management of Credit Information Rules), 
commercial banks must report to the credit 
reference database on an accurate, complete 
and timely basis in compliance with the 
standards and requirements set by the 
People’s Bank of China. To produce a credit 
reference report, the credit information 
service centre may process and keep the 
personal information reported by commercial 
banks. The banks may access the credit 
reference database when conducting certain 
business with the written authorisation of the 
individual (for example, through consent on an 
application form for loans, credit cards, 
quasi-credit cards or guarantees). 
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individual or the requirements in the request 
are unreasonable. If the individual discovers 
that their personal information is not 
accurate and asks for it to be amended, the 
administrator shall conduct an investigation, 
check and verify the information, and amend 
or supplement the relevant information so 
that the personal information is complete 
and accurate.

3.8.3 Banking

Under the Management of Credit Information 
Rules, if an individual believes there are 
errors in information contained in their credit 
information report, they may submit a written 
application to the credit information service 
centre or through the credit information units 
of the local branches of the People’s Bank of 
China. After an internal re-examination 
within two business days from the receipt of 
the application, the credit information service 
centre shall promptly correct any errors. If the 
credit information centre does not uncover 
any problems in the processing of information 
after re-examination, it should provide written 
notice to commercial banks that provided the 
information to re-examine the data. The bank 
is required to reply within 10 business days 
from the receipt of the notice. If the bank finds 
an error, the bank should return the corrected 
information to the credit information centre, 
who shall correct the information within two 
business days.

3.9 Can transfers of data be made 
within a group? To third parties? 

3.9.1 Public Networks Decision and  
the Personal Information Regulation

The Public Networks Decision and the 
Personal Information Regulation both 
explicitly prohibit selling or illegally 
providing personal information to third parties.

3.7 Do data owners need to register 
with or notify any authorities, or 
appoint an official compliance officer?

There is no explicit requirement to register 
with or notify the authorities under the Public 
Networks Decision, the Personal Information 
Regulations or the National Standards.

The Public Networks Decision does not require 
the appointment of a data protection officer. 

However, the Personal Information Regulation 
requires telecommunications and internet 
service providers to clearly define the 
responsibilities of departments, positions and 
branch offices for personal user data security 
management. Under the National Standards, 
an administrator of personal information is 
expected to designate a person or agent 
responsible for the management of 
personal information.

3.8 What rights do data subjects have 
to access and correct their data?

3.8.1 Personal Information Regulation

The Personal Information Regulation 
requires telecommunications and internet 
service providers to inform users about the 
channels by which a user can consult and 
make corrections to their personal information.

3.8.2 National Standards

The National Standards contain non-binding 
provisions relating to rights of access and 
correction. Under the National Standards, 
when an individual enquires about their 
personal information, the administrator is 
required to notify free of charge whether they 
have the personal information requested, the 
contents of the personal information and 
the status of the processing of personal 
information, unless the cost of notifying the 
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Under the Administration of Internet 
Electronic Messaging Services Provisions, 
electronic messaging service providers, such as 
suppliers of internet chatrooms or bulletin 
boards, must keep users’ personal information 
confidential and not disclose it to a third party 
without the user’s prior consent.

The Several Provisions on the Supervision of 
the Market Order of Internet Information 
Services prohibit certain practices of internet 
service providers, including gathering, using 
or supplying to others users’ personal 
information without their consent.

3.9.4 Banking

Under the Management of Credit Information 
Rules, banks may not disclose or transfer 
individual’s credit information to third 
parties, except with the consent of the 
individuals concerned.

3.9.5 Employment

Under the provisions on Employment Service 
and Employment Management, employers 
must obtain employees’ written consent 
before disclosing their personal information 
to third parties.

3.9.6 Consumer Information

The newly amended PRC Consumer Rights and 
Interests Protection Law expressly prohibits 
businesses from selling or otherwise illegally 
providing the personal information of 
consumers to third parties. At a provincial 
level, regulations (such as the Shanghai 
Consumer Interests Protection Regulation) 
state that personal information collected 
from consumers may not be disclosed to any 
third party without the consent of the 
relevant consumers.

3.9.2 National Standards

Under the non-binding National Standards, the 
administrator of personal information can 
only transfer personal information under the 
following conditions: 

• the administrator cannot transfer data for a 
purpose other than the stated purpose that 
has been informed to the data subject;

• the recipient of personal data is a qualified 
recipient who meets the requirements set 
out in the National Standards, and the 
administrator has entered into an 
agreement with the recipient to clarify the 
recipient’s responsibilities towards personal 
information protection; 

• the administrator must ensure that in the 
course of transfer, personal information 
will not be obtained by any individuals, 
organisations and institutions besides the 
receiver; and

• the administrator must ensure that 
before and after the transfer, the personal 
information transferred is complete and 
up to date.

If personal information will be transmitted 
or entrusted to other organisations and 
institutions, the individual must be notified 
and clearly informed of: the purpose of 
transmission or entrustment, the content and 
scope of use, the name, address and contact 
methods of the receiver.

3.9.3 Telecommunications

Under the PRC Telecommunications 
Regulations, telecommunications service 
operators and their employees may not 
disclose the contents of a telecommunications 
message unless authorised by the message 
creator or requested by either public or state 
security bodies or the people’s procurator in 
the process of carrying out their statutory 
duties (such as protection of state security or 
investigation of a criminal offence).
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Receivers are defined as individuals, 
organisations and institutions that obtain 
personal information from information 
systems and process personal information in 
accordance with the wishes of the individuals. 

When obtaining personal information for the 
administrator for processing, the receiver shall 
process personal information in accordance 
with the National Standards and the 
agreement with the administrator under 
which it processes the personal information. 

3.12 How is direct marketing regulated?

3.12.1 The Public Networks Decision

Under the Public Networks Decision, 
businesses are not allowed to carry out direct 
marketing to individuals by telephone (fixed or 
mobile) or email without the recipients’ 
consent or request, but the Public Networks 
Decision does not detail whether active 
consent (opt-in) or passive consent (opt-out) is 
sufficient. Individuals who object to receiving 
(direct marketing or general) communications 
can request for the deletion of their personal 
information or other prohibitive measures to 
be adopted.

3.12.2 Telecommunications

The Measures for the Administration of Email 
Services prohibit organisations and individuals 
from sending to a recipient an email 
containing commercial advertisements 
without: (i) the recipient’s clear consent; and 
(ii) indicating the typeface of ‘advertisement’ 
or ‘AD’ in the email title. The sender is 
required to stop sending such emails if the 
recipient subsequently decides to opt out.

Several PRC laws on the use of computers and 
the internet state that organisations and 
individuals are prohibited from infringing the 
freedom or privacy of emails between citizens. 
The Circular regarding the Standardisation of 
the Dispatch of Commercial Information by 

3.10 Can data be exported  
to other countries?

The Public Networks Decision and the Personal 
Information Regulation do not explicitly deal 
with the transfer of data overseas.

However, under the non-binding National 
Standards, the administrator cannot 
transmit personal information to an overseas 
administrator (located overseas or registered 
overseas): (i) without the individual’s express 
consent; and (ii) without any clear 
authorisation under any applicable laws and 
regulations or without the consent of a 
competent authority.

There are customer data export restrictions 
across a number of industry sectors, 
including banking and insurance. Given the 
uncertainties in this area, it is often prudent 
to secure data subject consents to any personal 
data exports from the PRC.

3.11 Does the law directly apply to data 
processors and other service providers 
who process data on behalf of data 
owners or just to data owners?

The PRC laws and regulations dealing 
specifically with the processing of personal 
data generally apply to ‘data owners’ rather 
than to data processors, although it is very 
likely, for example, that the applicable 
provisions of the Tort Law and the Criminal 
Law all apply to ‘data processors’. It is also 
notable that the non-binding National 
Standards apply directly to both 
‘administrators of personal information’ and 
to ‘receivers of personal information’. 

Administrators are defined as organisations 
and institutions that decide the purposes and 
methods for information processing, control 
the personal information and use information 
systems to process the personal information. 
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3.14 What rules are applicable  
to employee monitoring?

There is no specific law on employee monitoring. 

However, given the vagueness of PRC 
employment law and the potential application 
of general principles under the PRC 
constitution, it is recommended that 
employers do the following:

• implement a policy on the usage of 
workplace computers and the internet 
which clarifies the limits of using 
computers for non-work related purposes;

• inform employees of the use of any 
employee monitoring software before 
implementing such software; and

• ensure that access to any monitoring 
system at the workplace is strictly limited 
in order to preserve employee privacy.

3.15 What are the rules relating  
to data retention?

Under the non-binding National Standards, 
the administrator should only process the 
minimum amount of information which is 
required to satisfy the purpose of collection, 
after which the personal information should 
be deleted in its entirety. The receiver should 
delete the relevant personal information 
immediately after the processing task when 
processing personal information on behalf of a 
third party. In addition, personal information 
should be deleted: (i) when the subject has 
justifiable reasons to require deletion; (ii) upon 
expiry of the retention period for the personal 
information; iii) when the administrator is 
bankrupt or is dissolved, or (iv) if it cannot 
continue to satisfy its commitment to 
processing personal information. Deletion is 
subject to instances where investigations and 
collection of evidence may require that the 
personal information be preserved, in 
which case storage and blocking measures 
should be adopted.

Email issued by the Beijing Administration for 
Industry and Commerce (Commercial 
Information Circular) prohibits internet users 
from sending commercial communications 
unless certain conditions are met. Under the 
Commercial Information Circular, commercial 
information can only be sent by internet users 
where: (i) the consent of the recipient is 
received; (ii) the information does not contain 
false advertising; (iii) the information does not 
negatively impact on the business reputation 
of others; and (iv) where the communication is 
an advertisement, the communication must be 
compliant with the PRC Advertising Law. 

3.12.3 Consumer Protection Law

The newly amended PRC Consumer Rights and 
Interests Protection Law prohibits businesses 
from sending commercial information to 
consumers where a consumer has not 
requested or consented to receiving such 
messages or has objected to receiving such 
messages. 

3.13 How are cookies regulated?

There is no specific law on the use of cookies. 
The Public Networks Decision does not 
specifically address the issue of installation of 
cookies on a user’s system in the PRC. Website 
operators may install cookies on a user’s 
system without further notification or 
consent. It is notable, however that the 
Personal Information Regulation includes 
internet log data in the definition of ‘personal 
information’, suggesting that MIIT’s intention 
may be to regulate cookies and other online 
advertising technologies through data 
privacy regulation.
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3.17.1 Personal Information Regulation

Telecommunications regulators may require 
telecommunications and internet service 
providers to provide information and grant 
access to facilities and premises for 
investigatory purposes. Regulators are 
required to preserve the confidentiality of any 
personal data that is obtained in the course of 
their duties and are prohibited from divulging, 
distorting or damaging such data or otherwise 
selling or illegally providing it to third parties.

3.17.2 Telecommunications

Under the Measures for Administration of 
Email Services on the Internet, the public 
security agency or procuratorial organ can 
review the contents of the citizens’ email 
communications for national security 
purposes or for the purpose of investigating 
a criminal offence.

3.18 Are there any expected reforms?

In 2008, a proposal for a national personal 
information protection law was submitted to 
the PRC State Council for review but did not 
progress. The development of sector-specific 
data privacy regulation, particularly in the 
internet and consumer protection fields, 
increases the likelihood that attention will 
return to adopting a comprehensive private 
sector data privacy law in the near future.

3.16 Must data security breaches  
be notified to affected individuals  
or the authorities?

3.16.1 Personal Information Regulation

Under the Personal Information Regulation, 
telecommunications and internet service 
providers are required to prepare and publish 
protocols for dealing with users’ reports of 
misuses of personal information and respond 
to such reports within 15 days.

Telecommunications and internet service 
providers are also required to take remedial 
measures when personal information has been 
or may be disclosed, impaired or lost. Where 
serious consequences may result from a 
security breach, service providers are obliged 
to notify the MIIT or its local counterpart and 
co-operate with other regulators as needed.

3.16.2 National Standards

Under the non-binding National Standards, the 
administrator should notify the individual 
upon discovery of disclosure, loss or alteration 
of personal information and promptly report 
the incident to the personal information 
protection administration authority. 

3.17 What are the rules relating  
to law enforcement access to data?

The data privacy laws of the PRC generally 
protect individuals in relation to the 
processing of personal information by private 
individuals and businesses, not government 
officials and other state authorities. For this 
reason, data privacy laws and regulations do 
not impose much of a constraint on the broad 
powers of official investigation found in the 
PRC. Of particular importance in the context 
of telecommunications and the internet:
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4.2 Which authority oversees the data 
privacy law and what are its powers?

The Hong Kong Privacy Commissioner for 
Personal Data (the PCPD) is responsible for 
overseeing the PDPO’s administration and 
issuing guidance as to compliance 
requirements. The PCPD can investigate 
complaints of breaches of the PDPO, as well as 
initiate investigations on its own motion. The 
approach to enforcement is generally 
administrative and consultative in nature, but 
the scope for criminal enforcement has 
recently been broadened and the penalties for 
non-compliance increased. 

Following its investigation of a potential 
breach of the PDPO, the PCPD can issue an 
enforcement notice against the data user 
(ie the party controlling the data processing), 
requiring it to take remedial action within a 
specified time. Failure by the data user to 
comply with the enforcement notice is an 
offence, for which the PCPD can institute civil 
and/or criminal proceedings against the data 
user, depending on the nature of the breach. 
Maximum penalties for breaches under the 
PDPO are fines of up to HK$1m (US$130,000) 
and imprisonment for up to five years.

4.1 Overview

Hong Kong is one of Asia’s earliest adopters of 
comprehensive data privacy regulation. Its 
Personal Data (Privacy) Ordinance (the PDPO) 
came into force in 1996.

Enforcement activity had been marginal for 
a number of years, but recent data privacy 
incidents led to an overhaul of the regulatory 
regime in 2012 and a stepping up of 
enforcement action. Reforms enacted in 2012 
have made Hong Kong’s regulation of direct 
marketing amongst the most stringent in the 
world. The regulator is now very active and 
official guidance increasingly tracks 
developments in European data privacy 
regulation, such as cookie regulation and 

‘privacy by design’.

With an activist regulator and a developing 
public interest in data privacy issues, Hong 
Kong is a key jurisdiction in Asia to watch for 
trends in data privacy regulation.



Asia Data privacy guide 
February 2014

Freshfields Bruckhaus Deringer llp 23

4.3 What is the approach  
to regulation? 

Hong Kong’s PDPO came into force in 1996. It 
is one of Asia’s earliest comprehensive data 
privacy laws. The PDPO draws from the OECD 
Guidelines, setting out a series of ‘data 
protection principles’ that data users must 
adhere to in processing personal data of data 
subjects (the Data Protection Principles). The 
Data Protection Principles require that 
personal data be collected in a fair and 
transparent manner and only be used and 
disclosed for purposes properly consented to 
by data subjects. Data subjects are entitled to 
have access to and correct their personal data 
and data users must process personal data in a 
secure manner and must only retain personal 
data for as long as is necessary to fulfil the 
purposes for which it has been obtained.

‘Personal data’ is very broadly defined to 
include any data relating directly or indirectly 
to a living individual from which it is 
practicable for the identity of the individual to 
be directly or indirectly ascertained and which 
is in a form in which access to or processing 
is practicable.

4.4 Does the regime have 
extraterritorial effect? 

The PDPO does not include any express 
limitation on its scope of application. However, 
some limitation may be inferred from the 
discretion the PCPD has under the PDPO to 
refuse to investigate a complaint which does 
not meet one of the following requirements: 
(i) the investigation relates to the personal data 
of Hong Kong residents or persons who were in 
Hong Kong at the relevant time; or (ii) the 
investigation relates to data users that are able 
to control the collection, holding, processing 
or use of the relevant personal data from 
Hong Kong.

4.5 On what basis can personal  
data be processed? 

‘Processing’, in relation to personal data, is 
defined to include amending, augmenting, 
deleting or rearranging data, by automated or 
other means.

In general terms, personal data can only be 
used for: 

• the purposes notified to the data subject on 
or before the collection of the data; and

• any directly related purpose.

Data users must obtain the data subject’s 
consent to any new or additional purposes 
of processing.

The PDPO contains a number of exemptions to 
these requirements, including the 
exemptions for national security and law 
enforcement action noted below and 
exemptions for the following:

• the processing of information subject to 
legal professional privilege;

• the processing is required in connection 
with legal proceedings; and

• the processing of personal data relate to 
physical or mental health where compliance 
with the PDPO risks causing serious harm 
to the individual concerned.
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4.9 What restrictions are there on 
transfers of personal data to third 
parties? Within a group of companies? 

Personal data cannot be transferred to another 
data user without the data subject’s consent. 
The PDPO draws no distinction between 
related and unrelated entities, meaning that 
data users cannot transfer personal data to 
affiliated companies for the purpose of 
separate processing by them without the prior 
written consent of the data subject.

Data users may, however, transfer personal 
data to a data processor (ie a person or entity 
which processes personal data on behalf of the 
data user) without the data subject’s consent. 
As a matter of practice, data users often notify 
data subjects that third party processing will 
be taking place.

The PDPO stipulates that data users remain 
responsible for compliance with the Data 
Protection Principles in relating to any data 
processing arrangement. The PCPD has issued 
guidelines applicable to processing by 
outsourced service providers and cloud 
service providers. 

Banks, insurers and licensed securities 
businesses should take note that the Hong 
Kong Monetary Authority, the Hong Kong 
Commissioner of Insurance and the Hong 
Kong Securities and Futures Commission have 
all issued material outsourcing guidelines 
which address data privacy issues in relation 
to outsourcings.

4.6 Is there a concept of ‘sensitive 
personal data’ and, if so, how is it 
treated differently?

No.

4.7 Do data owners need to register 
with or notify any authorities, or 
appoint an official compliance officer?

No registration or notification with the 
authorities is required. Data users are not 
required to appoint an official compliance 
officer, but must provide the name or job title 
and address of the individual who will be 
responsible for handling data access requests.

4.8 What rights do data subjects have 
to access and correct their data?

Data subjects have the right to ascertain 
whether or not a data user holds personal data 
about them, request access to that data (for a 
reasonable fee and in a reasonable manner) 
and request corrections to their personal data. 
Data users may refuse to comply with a 
request for access or a correction, but must 
be prepared to give reasons for doing so. 
Data users must respond to a data access 
request within 40 days after receipt of a 
proper request.
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4.10 Can data be exported  
to other countries?

Since its enactment, the PDPO has included a 
prohibition against transfers of personal data 
to places outside of Hong Kong. This prohibition, 
however, has not yet been brought into force.

As currently set out in the PDPO, the 
prohibition against data exports would not 
apply if the data user meets one of a number of 
conditions, such as obtaining the data subject’s 
written consent or having reasonable grounds 
to believe that the personal data will be 
transferred to a jurisdiction that provides a 
similar degree of personal data protection to 
that provided in Hong Kong. 

Although not yet in force, in 1997 the PCPD 
issued guidance suggesting that the restrictions 
on overseas transfer should be complied with 
even if not declared in force by Hong Kong’s 
Legislative Council. In a statement in January 
2014, the PCPD announced that the Hong Kong 
Government would have a renewed focus on 
the status of section 33 of the PDPO and the 
regulation of cross-border flows of personal 
date in order to preserve Hong Kong as a 
financial centre and data hub.

4.11 Does the law directly apply to data 
processors and other service providers 
who process data on behalf of data 
owners or just to data owners?

No. Data processors are not directly regulated 
under the PDPO, but data users are required to 
ensure, by contractual undertakings or other 
means, that data processors prevent any 
unauthorised or accidental access, processing, 
erasure, loss or use of personal data and 
prevent personal data being retained longer 
than is necessary for the purpose of processing.

4.12 How is direct marketing regulated?

Under direct marketing controls brought into 
force on 1 April 2013, data users are required 
to inform data subjects of the kinds of 
personal data they will be using for direct 
marketing purposes and the classes of goods 
or services that will be marketed. The 
specificity required by the PCPD in describing 
the classes of goods and services being 
marketed is a unique feature of Hong Kong 
direct marketing regulation. Language 
typically seen in other jurisdictions, such as 
references to the marketing of ‘selected 
products and services’ or ‘products and 
services we think you might be interested in’ 
do not meet these new requirements. 
Businesses are instead obliged to, for example, 
indicate to data subjects if they will be 
marketing ‘telecommunications services’ or 

‘financial services’.

Data users must obtain data subjects’ consent 
prior to commencing direct marketing, but an 

‘indication of no objection’ will suffice for 
these purposes, meaning that an opt-out 
standard applies rather than an opt-in standard. 
However, it is important to note that the 
opt-out standard adopted by Hong Kong 
requires that data subjects affirmatively 
indicate they have opted out, for example, by 
signing and returning an application form 
without ticking the opt-out box. Silence is not 
sufficient to establish that the data subject has 
opted out. 

If consent has been given orally, the data user 
must send a confirmation in writing to the 
data subject within 14 days confirming the 
scope of the consent obtained. In addition, the 
first time that the data user uses the personal 
data in direct marketing it must notify the 
data subject of its right to require the data 
user to cease using their personal data for 
direct marketing purposes. The data subject 
can require the data user to cease using their 
personal data for direct marketing purposes at 
any time.
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4.14 What rules are applicable to 
employee monitoring?

The PCPD has published guidance on the 
monitoring of employees in the workplace. 
Employers are obliged to carry out a privacy 
impact assessment and evaluate less intrusive 
approaches to achieving the objectives of the 
monitoring. Employers must then draft and 
communicate a written policy on employee 
monitoring to affected employees explaining 
the business purposes of the monitoring, the 
circumstances under which monitoring takes 
place and the kinds of personal data collected 
as part of the monitoring.

4.15 What are the rules relating  
to data retention?

Data users must take all practicable steps to 
ensure that the personal data they hold is 
accurate and is not kept any longer than is 
necessary for the original purpose of 
collection or a directly related purpose. The 
PCPD has published written guidance on the 
secure erasure of personal data which is no 
longer being processed.

Grandfathering provisions apply to personal 
data collected and used for direct marketing 
purposes in compliance with the PDPO prior to 
the new controls being brought into force on 
1 April 2013. 

‘Cross-marketing’ arrangements under which 
one business transfers personal data to 
another business for the second business’s 
marketing purposes are subject to even more 
stringent controls. Oral consent is not possible, 
and data users must disclose whether or not 
personal data has been transferred for gain. 

The grandfathering provisions referred to 
above do not apply to cross-marketing activities.

Hong Kong maintains ‘do not call’ registries 
for commercial electronic messages 
communicated within Hong Kong or to Hong 
Kong recipients by email, fax, SMS, MMS or by 
pre-recorded voice message. These registries 
are separately provided for under the 2007 
Unsolicited Electronic Messages Ordinance.

4.13 How are cookies regulated?

Cookies are not subject to specific regulation 
in Hong Kong, but the general principles of the 
PDPO apply to their usage and the PCPD has 
published guidance on how they are to be used. 
The guidance encourages website operators to 
explicitly state which kinds of information are 
stored in the cookies, whether personal data or 
not. Website privacy policies should also 
indicate to whom the information may be 
transferred and for what purposes. The use of 
third party cookies should also be disclosed. 
If the acceptance of the use of cookies is 
mandatory for the use of a website, this should 
be clearly stated on the website.
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4.17 What are the rules relating  
to law enforcement access to data?

As noted above, no consent is required for the 
processing of personal data in connection with: 

• the purposes of the Hong Kong government 
in safeguarding national security, defence 
or international relations;

• the prevention or detection of crime; the 
apprehension, prosecution or detention of 
offenders or the prevention, preclusion or 
remedying (including punishment) of 
unlawful or seriously improper conduct, 
dishonesty or malpractice; 

• the assessment or collection of any tax or 
duty (including foreign tax where the Hong 
Kong government has agreed arrangements 
with the relevant foreign government);

• the functions of any financial regulator for 
the purpose of protecting members of the 
public from financial loss or for the 
purpose of maintaining or promoting the 
general stability or effective working of 
Hong Kong’s financial system; and

• personal data which is required to be 
disclosed in connection with any 
Hong Kong legal proceedings.

The exemption for criminal and 
administrative investigations does not 
expressly contemplate disclosures to foreign 
regulators or law enforcement officials. The 
definition of ‘crime’ under the PDPO includes 
crimes committed outside of Hong Kong, 
provided that Hong Kong law enforcement 
officials are co-operating in the matter. There 
is also some authority that disclosure of 
personal data to a foreign regulator or law 
enforcement officials is lawful if the offence 
under investigation would be a crime under 
Hong Kong law if committed there.

4.16 Must data security breaches  
be notified to affected individuals  
or the authorities?

The PDPO does not specifically require data 
users to notify affected data subjects, the PCPD 
or any other person of data security breaches. 
The PCPD has, however, published guidance 
encouraging data users to make notification 
when a real risk of harm is reasonably 
foreseeable if no notification is made. The 
PCPD has issued guidance on the primary 
factors to be considered in assessing the extent 
of harm resulting from the breach. Formal 
notification to affected data subjects and the 
authorities is appropriate where the affected 
data subjects could take proactive measures to 
reduce or mitigate the potential harm 
resulting from the breach, such as in cases 
where the data in question could be used to 
perpetrate identify theft or fraud.
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4.18 Are there any expected reforms?

The PDPO was subject to a comprehensive 
review by the Hong Kong government’s Bureau 
of Constitutional and Mainland Affairs in 
2009–10, with the initial consultations 
focusing on concerns that the law was seldom 
being enforced and, in particular, was not 
adequately addressing the sorts of privacy 
abuses being made possible by widespread use 
of the internet.

In the summer of 2010, the PCPD and Hong 
Kong legislators launched a well-publicised 
investigation into a consumer loyalty reward 
scheme under which personal data was being 

‘sold’ in exchange for commissions and other 
consideration. These intervening events 
shifted the focus of the government’s 
ongoing review of the PDPO towards tighter 
regulation of direct marketing and, more 
generally, gave the PCPD a strong public 
platform to push for wider-reaching reforms 
of the law.

The output of the review, the Personal Data 
(Privacy) (Amendment) Ordinance 2012, was 
passed in July 2012. Most of the new provisions 
came into effect on 1 October 2012. Those 
relating to direct marketing and cross-
marketing came into effect on 1 April 2013. 

The PCPD has issued an extensive volume of 
guidance to assist in the understanding of the 
PDPO. In a number of cases this guidance 
follows European data protection policy 
initiatives, such as specific regulation of 
cookies and the incorporation of concepts such 
as ‘privacy by design’ (as seen in the PCPD’s 
guidance relating to mobile app development, 
which recommends that app developers design 
their software with privacy regulation in 
mind). The PCPD has initiated a number of 
high profile investigations and enforcement 
actions and regularly makes its findings public. 
While maximum fines continue to be 
relatively low (HK$1m (US$130,000)) the 
potential reputational costs of failing to 
comply with Hong Kong’s data privacy laws 
have increased significantly.

The PCPD has announced the Government’s 
intention to re-visit the inactive prohibition on 
data exports from Hong Kong and has set the 
issue of cross-border data transfer regulation 
as a priority for the coming year. Businesses 
can also expect a more aggressive enforcement 
environment than in past years.
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5.3 Which authority oversees the data 
privacy law and what are its powers?

There is no national regulatory authority that 
has been specifically established to oversee 
data privacy law in Japan. 

The Consumer Affairs Agency is the main 
authority responsible for implementing the 
PIPL. Sector-specific ministries also oversee 
compliance with the sector-specific data 
privacy regulations/guidelines.

When a BHPI has violated certain provisions in 
the PIPL, the authorities may recommend that 
the business operator handling personal 
information cease the violation and take other 
necessary measures to correct the violation 
if it thinks it necessary for protecting the 
rights and interests of individuals. If the 
recommendation is not followed without valid 
justification, and the authorities find that a 
serious violation of the rights and interests of 
individuals is imminent, the authorities can 
order the business operator to take the 
recommended measures. A person in breach of 
such an order may be criminally prosecuted in 
the Japanese courts and liable to imprisonment 
for up to six months or a fine of up to ¥300,000 
(approximately US$3,140).

Non-compliance with the PIPL has not been 
aggressively enforced by the authorities. The 
number of enforcement actions taken against 
offenders has been relatively small in recent 
years, with the METI and FSA reporting only  
a handful of cases in which recommendation 
orders or investigations of information 
leakages were made. 

5.1 Overview

Japan has one of Asia’s longest standing 
comprehensive data privacy laws based on the 
model of the OECD Guidelines, with the 
Personal Information Protection Law (the PIPL) 
dating back to 2003. There have been few 
significant reforms over the years and fines 
remain relatively low, but high expectations as 
to personal privacy are an important feature of 
doing business in Japan. 

5.2 What is the approach  
to regulation? 

Japan was one of the first countries in Asia to 
enact a comprehensive national privacy law, 
the PIPL, in 2003. At the same time, a number 
of administrative guidelines were published 
by sector-specific government ministries. 
These guidelines include the Ministry of 
Economy, Trade and Industry’s (METI) 
Guidelines for Personal Information Protection 
Laws Concerning Fields of Economy and 
Industry (METI Guidelines) and the Financial 
Services Authority (FSA) Guidelines for 
Personal Information Protection Laws 
Concerning Fields of Economy and Industry 
(FSA Guidelines).

The PIPL was introduced in response to 
increasing pressure on the Japanese 
government to protect personal data through 
national legislation rather than industry 
self-regulation. The PIPL contains provisions 
broadly similar to the European Directive 
95/46/EC. 

A business in Japan handling personal 
information (BHPI) must comply with the 
obligations imposed by the PIPL and also 
comply with the relevant sector or industry 
guidelines. BHPIs are defined as any business 
persons or entities that hold personal 
information about at least 5,000 individuals 
for business purposes (for example, holding 
employee information for internal human 
resources purposes or holding customer 
information for sales or marketing purposes).
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5.6 Is there a concept of ‘sensitive 
personal data’ and, if so, how is it 
treated differently?

The PIPL does not distinguish between 
sensitive personal data and general 
personal data. 

The PIPL distinguishes between ‘personal 
information’, ‘personal data’ and ‘held 
personal data’.

‘Personal information’ includes any 
information about a living individual that 
distinguishes that person from other 
individuals, for example a person’s name, 
photograph, date of birth and email address 
(if it includes the individual’s name, 
employment or other information which 
allows for identification of the individual). 

‘Personal data’ is defined as personal 
information stored in a database. ‘Database’ is 
broadly defined as a collection of information 
arranged so that it can be retrieved by a 
computer or structurally constituted to 
facilitate easy retrieval, such as a list. 

‘Held personal data’ is personal data held for 
more than six months which a BHPI has the 
authority to disclose, correct, add to, delete, 
stop using or stop providing to third parties. 

Certain guidelines (including the FSA 
Guidelines) have additional rules for processing 
sensitive personal information, which is 
described to include information relating to an 
individual’s political views, faith, labour union 
membership, race, ethnic group, family status, 
physical or mental handicap, sex life, criminal 
records and medical records.

5.4 Does the regime have 
extraterritorial effect? 

There is no express indication of the  
extra-territorial reach of the PIPL. The PIPL 
applies to BHPIs which have their residence or 
offices in Japan, or which are non-Japanese 
companies that carry on business in Japan.

5.5 On what basis can personal data  
be processed? 

The PIPL broadly defines handling of personal 
data as the use of a personal information 
database by BHPIs for their business. Under the 
PIPL, a BHPI must specify the intended use of 
the personal information it holds. The METI 
Guidelines confirm that this obligation will be 
satisfied if the individuals concerned are 
informed of the precise purpose for which 
their personal information will be used. 
Merely stating that the personal information 
will be used for ‘business purposes’ will not be 
sufficient. If the purpose of use changes, the 
subsequent purpose must be ‘reasonably 
related’ to the original purpose. Upon 
acquiring new personal information, the BHPI 
must either promptly notify the person 
concerned of the intended purpose of use or 
make a public announcement, unless the BHPI 
has previously made a public announcement of 
the purpose of use.

The FSA Guidelines provide that notification to 
individuals must be in writing and that any 
public announcement must be in a manner 
appropriate for the business concerned.

The processing of personal data must be 
within the scope of the stated intended use 
unless the BHPI has obtained the prior consent 
of the individuals concerned. 
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• where disclosure of personal information is 
necessary for co-operating with a state 
authority, local government and obtaining 
the consent of the individual is likely to 
impede such purpose.

Certain types of transfers are deemed not to be 
third party transfers, such as:

• delegation: if the BHPIs have entrusted 
personal information, in whole or in part, 
to a third party (eg a data-processing 
company) for the purpose of use, they 
must monitor and supervise the third 
party to ensure the safe administration 
of the information;

• opt-out exception: where the BHPI provides 
the individual with actual or constructive 
advance notice of the following information: 
(i) the transfer is in accordance with the 
purpose of use; (ii) the specific content of 
the personal information provided to the 
third party; (iii) the means or methods of 
providing the personal information to the 
third party; and (iv) the transfer of personal 
information to the third party will cease at 
the request of the individual;

• merger: where personal information is 
provided as a result of the succession of 
business in a merger or otherwise; and

• joint use: where personal information is 
used jointly between specific entities and 
actual or constructive advance notice has 
been given to the individuals concerned of: 
(i) the joint use; (ii) the contents of the 
personal information used jointly; (iii) the 
scope of the use by the joint users; (iv) the 
purpose of use; and (v) the name of the 
individual and business operator 
responsible for the management of the 
personal information.

Affiliate companies are deemed to be ‘third 
parties’. A BHPI cannot share personal data 
with its affiliate companies unless it notifies 
the individuals of the joint use of their 
personal data with the affiliate companies in 
advance and provides the individuals with the 
information required for the joint use 
exemption set out above.

5.7 Do data owners need to register 
with or notify any authorities, or 
appoint an official compliance officer?

Under the PIPL, there is no requirement to 
register with or notify any authorities, or to 
appoint an official compliance officer, but it is 
recommended or required under certain 
guidelines. For example, the FSA Guidelines 
require that financial institutions appoint a 
data protection officer and the METI 
Guidelines recommend that a company 
appoint a chief privacy officer.

5.8 What rights do data subjects have 
to access and correct their data?

A data subject can request the BHPI to correct, 
add, or delete retained personal data that is 
inaccurate. The PIPL also requires the BHPI to 
provide the individual with an opportunity to 
request the BHPI stops use or deletes the 
personal data where it violates the intended 
purpose of use provision or where the personal 
data has been obtained by deception or other 
unjust means. 

The PIPL and the guidelines provide that BHPIs 
must establish a complaints processing system 
to manage the prompt and appropriate 
handling of complaints regarding BHPIs’ 
handling of personal information.

5.9 Can transfers of data be made 
within a group or to third parties? 

Under the PIPL, BHPIs cannot disclose personal 
data to third parties without the consent of  
the individual concerned, but this is subject  
to certain exceptions that include:

• where disclosure of personal information  
is based on laws and regulations;

• where disclosure of personal information is 
necessary for the protection of life, body 
and property of an individual and it is 
difficult to obtain the consent of a 
person; and
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5.12 How is direct marketing regulated? 

Direct marketing is partially regulated by the 
Act on Specified Commercial Transactions 
(ASCT) and the Act on Regulation of 
Transmission of Specified Electronic Mail 
(Anti-Spam Act). 

Under ASCT, a seller of internet-order services 
and mail-order services is required to obtain 
the consent of consumers (an opt-in 
requirement) before sending email 
advertisements to consumers. A breach of 
the obligation potentially carries a fine of 
up to ¥1m.

Under the Anti-Spam Act, an entity or 
individual that sends out advertising emails is 
required to include a URL or an email address 
for the purposes of receiving opt-out requests. 
The authorities may order a sender to improve 
its email distribution system. Violations may 
be subject to a fine of up to ¥1m (US$10,000) 
or imprisonment for up to one year; and 
entities can be fined up to ¥30m (US$300,000) 
for a violation of the Anti-Spam Act by one of 
its employees or officers. 

5.13 How are cookies regulated?

There is no law in Japan that addresses 
cookies. To the extent that data captured by 
cookies or profiling identifies individuals, this 
constitutes personal information and must 
comply with the requirements of the PIPL and 
the relevant guidelines.

5.10 Can data be exported  
to other countries?

The PIPL does not explicitly restrict the export 
or transfer of personal information outside of 
Japan. The sector-specific guidelines issued by 
the various ministries do not contain specific 
export restrictions either.

5.11 Does the law directly apply to data 
processors and other service providers 
who process data on behalf of data 
owners or just to data owners?

The PIPL applies directly to data owners.

Under the PIPL and the METI Guidelines, 
when a business operator handling personal 
information entrusts a business operator 
(eg the data processor) to handle personal 
information, it shall exercise necessary and 
appropriate supervision over the recipient of 
the personal information. 

Under the METI Guidelines, the business 
operator must enter into agreement with any 
third party data processor which it engages 
that contains the necessary and appropriate 
for handling the personal information so that 
the third party will meet the security control 
measures under the PIPL.
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5.16 Must data security breaches  
be notified to affected individuals  
or the authorities?

The guidelines generally recommend that the 
entity should notify affected individuals and 
the authorities of any security breaches.

5.16.1 METI Guidelines

The METI Guidelines outline a series of 
preferable steps that should be taken by the 
entity in the event of a data security breach.

1) Notification to individuals

The METI Guidelines recommend that the data 
owner notify individuals affected or potentially 
affected by the breach to prevent secondary 
damage. Notification to individuals is not 
required in the case of loss where the rights 
and interests of the individuals are not 
infringed and there is no, or very little, 
likelihood of future infringement where:

• the personal data was immediately 
recovered without being seen by a 
third party;

• security measures such as advanced 
encryption were taken; and

• only the business operator which caused 
the leakage is able to identify the individuals.

5.14 What rules are applicable  
to employee monitoring?

The METI Guidelines and the Ministry of 
Health, Labour and Welfare’s Guidelines 
Concerning Measures to be Taken by Entities 
to Ensure the Proper Handling of Personal 
Information Relating to Employment 
Management set out that employers that 
monitor employees should: (i) specify in 
advance the purpose of monitoring and 
expressly notify workers and document this in 
the employer’s in-house regulations; (ii) 
appoint an officer responsible for the 
implementation of monitoring; (iii) establish 
in-house regulations for the implementation of 
monitoring, and notify these to employees; and 
(iv) conduct audits to check that monitoring is 
being properly implemented. 

Similar requirements are set out in the 
FSA Guidelines.

5.15 What are the rules relating  
to data retention?

Under the PIPL, BHPIs need to inform 
individuals of certain information: (i) the 
name of the BHPI; (ii) the purpose of use of all 
collected personal information; (iii) procedures 
for handling requests for disclosure, correction 
and deletion of personal information; and (iv) 
any matters specified by law (eg by a Cabinet 
Order) as being necessary for ensuring the 
proper handling of personal information. 
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3) Public announcement

The METI Guidelines suggest entities 
publically announce personal information 
security breaches or leakages to avoid 
secondary damage and prevent recurrence. 
Where public announcement would not assist 
in the prevention of secondary damage, such 
as in the following instances, the entity need 
not make a public announcement but should 
share the information with similar businesses 
to avoid recurrences of the leakage:

• where all individuals possibly affected have 
been informed;

• where the personal data that was lost etc 
was immediately recovered without being 
seen by a third party;

• where security measures such as advanced 
encryption was taken; and

• where only the business operator 
responsible for the leakage is able  
to specifically identify the individual.

5.16.2 FSA Guidelines

Under the FSA Guidelines, if leakage occurs, 
the BHPI must make a public announcement 
about the incident, inform the individuals 
affected and immediately report the incident 
to the supervisory authority.

2) Reporting to the authorities

Under the METI Guidelines, entities should 
also report data losses to the relevant personal 
information protection organisation, who will 
make relevant reports to METI. In the 
following cases, the entity should report 
directly to METI:

• where information concerning sensitive 
issues was leaked;

• where personal data including credit 
information and credit card numbers has 
been leaked and there is a likelihood of 
secondary damage;

• where there have been several data 
loss incidents from the same business 
operator; and

• when the business information protection 
organisation deems necessary.

If the entity does not belong to a relevant 
personal information protection organisation, 
the entity should report directly to METI.

The METI Guidelines also recommend that the 
entity report security breaches to the relevant 
industrial association.



Part 5
Japan

36 Asia Data privacy guide 
February 2014

Freshfields Bruckhaus Deringer llp

5.17 What are the rules relating to law 
enforcement access to data?

Under the PIPL, a BHPI can transfer personal 
information to a third party without obtaining 
the prior consent of the person in cases where 
the provision of personal information is: 
(i) based on laws and regulations; (ii) necessary 
for the protection of individuals or their 
property and where it is difficult to obtain the 
consent of the individual; and (iii) necessary 
for co-operating with the state authorities or 
local government where obtaining the consent 
of the individual is likely to impede the 
execution of the authorities’ responsibilities. 

5.18 Are there any expected reforms?

There are currently no expected reforms to the 
data privacy regime in Japan.
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refer to audited compliance with the ISO 27001 
‘Information Technology – Security 
Techniques – Information Security 
Management System’ standards as being an 
acceptable standard for compliance purposes.

Laws on the protection of privacy can 
otherwise be found across various pieces of 
sector-specific legislation, such as the banking 
and finance, consumer protection and 
health sectors.

6.3 Which authority oversees the data 
privacy law and what are its powers?

There is no dedicated data protection authority 
in India. The Ministry of Communications and 
Information Technology is responsible for the 
administration of the IT Act and the issuing of 
related subsidiary legislation and guidance, 
including the Privacy Rules.

Sector-specific regulatory bodies possess 
supervisory, implementation and enforcement 
functions in relation to personal data across 
different sectors. For example, the Reserve 
Bank of India, the Telecom Regulatory 
Authority of India and the Insurance 
Regulatory and Development Authority have 
functions in relation to data privacy.

The IT Act provides for civil and criminal 
consequences for specific breaches of its data 
privacy provisions. A body corporate may be 
liable to pay civil compensation where it is 
negligent in implementing and maintaining 
security practices and procedures relating to 
sensitive personal data or information. 
Criminal penalties, including fines and 
imprisonment, may be enforced for 
confidentiality breaches and disclosure of 
personal information in breach of a contract 
with the data subject.

6.1 Overview

The information security rules brought into 
force in 2011 under India’s IT Act represented a 
significant shift forward for data privacy 
regulation in India. The rules relate 
specifically to data processed through IT 
systems and therefore do not represent 
comprehensive data privacy regulation. By 
introducing consent-based regulation and 
concepts of sensitive personal data, India has 
taken a significant step forward in its 
regulation of personal data, and with the 
development of the Privacy Bill 2011 in 
progress, it appears likely that India will have 
comprehensive data privacy regulation in the 
near future.

6.2 What is the approach to regulation? 

The Information Technology (Reasonable 
Security Practices and Procedures and 
Sensitive Personal Data or Information) Rules, 
2011 (the Privacy Rules) issued under the 
Information Technology Act 2000 (the IT Act) 
introduced elements of OECD-model-based 
data privacy regulation to India, including a 
requirement to obtain consents to processing, 
to use personal information only for the 
purposes for which it has been collected and to 
provide data subjects with access to processed 
data. The Privacy Rules include a concept of 
sensitive personal data, discussed in more 
detail below. The Privacy Rules are more 
prescriptive about data security requirements 
than their counterparts in most other 
jurisdictions, requiring that businesses 
comprehensively document their security 
practices and procedures and are in a position 
to demonstrate to the authorities that the 
written procedures have been implemented in 
the case of a breach. The IT Rules specifically 
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There is no provision that requires these 
conditions to be satisfied for collection of 
non-sensitive personal data.

6.6 Is there a concept of ‘sensitive 
personal data’ and, if so, how is it 
treated differently?

Certain provisions in the Privacy Rules apply 
only to ‘sensitive personal data or information’, 
as opposed to ‘personal information’ in 
general. The Privacy Rules set out that 
sensitive personal data or information 
includes the following types of information: 

• passwords;

• user details;

• financial information, such as bank 
account, credit card, debit card and other 
payment instrument details of users;

• physical and mental health condition;

• sexual orientation;

• medical records; 

• biometric information;

• any details provided to a body corporate in 
relation to the above items for the provision 
of services; or 

• any information received in relation to the 
above items for processing, whether under 
lawful contract or otherwise. 

The Privacy Rules cover the above data in any 
form which is intended to be processed in a 
computer system or network, but does not 
include data available in non-digital form.

The specific provisions relating to sensitive 
personal data concern the collection, 
disclosure and transfer of sensitive personal 
data, which do not apply to non-sensitive 
personal information generally.

6.4 Does the regime have 
extraterritorial effect? 

The Privacy Rules apply to entities and persons 
that collect personal data within India, 
regardless of where the data subject is located. 
The Ministry of Communication and 
Technology issued a clarification to the Privacy 
Rules in August 2011 stating that the Privacy 
Rules were not intended to regulate India’s 
offshore service providers or businesses in 
other countries that export personal data to 
India for processing. The Privacy Rules only 
apply to organisations in India and India’s 
offshore service providers are exempt from 
most of the provisions, except for the  
cross-border controls and security obligations. 

6.5 On what basis can personal data  
be processed? 

Entities which process personal data are 
required to have in place a privacy policy 
published on their website which sets out the 
privacy policies and practices; the types of data 
collected; the purpose of collection and use; 
disclosure of data to third parties; and the 
security practices and procedures.

The category of sensitive personal data (defined 
below) may be collected from data subjects, 
provided that:

• the consent of the data subject is obtained 
by letter, fax or email;

• the information collected is necessary for a 
lawful purpose connected with the 
function or activity of the body corporate 
or any person collecting the information on 
its behalf;

• the information is not held for longer than 
required; and

• the provider of the information is given the 
option not to provide the information 
sought to be collected and the right to 
withdraw consent at anytime after the 
information is provided.
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6.10 Can data be exported  
to other countries?

Under the Privacy Rules, sensitive personal 
data may be transferred to a country that 
ensures the same level of data protection as 
the Privacy Rules provided that the data 
subject has consented to the transfer or the 
transfer is necessary for the performance of a 
lawful contract with the data subject. The 
Privacy Rules do not separately regulate 
cross-border transfers of non-sensitive 
personal data.

6.11 Does the law directly apply to data 
processors and other service providers 
who process data on behalf of data 
owners or just to data owners?

The Ministry of Communication and 
Technology issued a clarification to the Privacy 
Rules in August 2011 stating that the Privacy 
Rules were not intended to regulate India’s 
offshore service providers or businesses in 
other countries that export personal data to 
India for processing. The Privacy Rules only 
apply to organisations in India and offshore 
service providers are exempt from most of the 
provisions, except for the cross-border controls 
and security obligations. 

6.7 Do data owners need to register 
with or notify any authorities, or 
appoint an official compliance officer?

Data owners do not need to register with or 
notify the authorities. 

There is also no general requirement for data 
owners to appoint a compliance officer. 
However, data owners are required to 
designate a grievance officer to address any 
discrepancies or any grievances of data 
subjects. The name and contact details of the 
grievance officer are required to be published 
on the data owner’s website.

6.8 What rights do data subjects have 
to access and correct their data?

The Privacy Rules give data subjects the 
right to review any information they have 
provided and to have any inaccuracies or 
deficiencies corrected.

6.9 Can transfers of data be made 
within a group or to third parties? 

The Privacy Rules restrict the transfer of 
sensitive personal data to third parties where 
it is necessary for the performance of a 
contract between the body corporate and the 
data subject or the data subject’s consent has 
been obtained.
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6.14 What rules are applicable  
to employee monitoring?

There are no specific rules applicable to 
employee monitoring.

6.15 What are the rules relating  
to data retention?

The Privacy Rules do not expressly regulate the 
duration for which data may be retained. 
However, sensitive personal data must not be 
retained for longer than is required for the 
purposes for which the information may 
lawfully be used or otherwise required under 
any other law.

6.16 Must data security breaches  
be notified to affected individuals  
or the authorities?

The Privacy Rules do not expressly require 
security breaches to be notified to data 
subjects or authorities.

6.12 How is direct marketing 
regulated? 

The Privacy Rules state that where sensitive 
information is collected from a data subject, 
the prior consent of the data subject must be 
obtained, including the purpose for which the 
information is being collected. Data subjects 
must have the right to opt-out from receiving 
direct marketing. 

The Telecom Regulatory Authority of India 
regulates marketing by telephone and a 
National Do Not Call Register was established 
in 2007 for telecommunications services 
subscribers who do not wish to receive 
unsolicited commercial calls. 

6.13 How are cookies regulated?

There are no specific laws or regulations in 
India on the use of cookies, however, the IT Act 
prohibits downloading, copying or extracting 
any data, computer database or information 
without the user’s prior permission. This 
provision may arguably be applicable to 
cookies, on the basis that any copying of data 
or information from a user’s internet browser 
cache by way of cookies without the user’s 
consent is prohibited. 
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6.17 What are the rules relating  
to law enforcement access to data?

The IT Act empowers the government to 
intercept, monitor or decrypt any information 
transmitted through a computer resource 
where it is necessary for:

• the sovereignty of India;

• the defence of India;

• the security of the state;

• friendly relations with foreign states;

• public order; or

• preventing incitement to the commission of 
any cognisable offence relating to the above 
or for investigation of any offence.

6.18 Are there any expected reforms?

A draft Privacy Bill 2011 is presently in 
circulation but has not been officially released 
by the government for comment. The draft bill 
would create a Data Protection Authority of 
India to administer a comprehensive data 
privacy law that would include a statutory 
right to privacy and provisions on the 
interception of communications and video 
surveillance. The content and text of the bill 
have yet to be finalised and the expected date 
for promulgation has not yet been released.
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In addition to the PDPA, there are sector-
specific laws, such as the Banking Act, and 
industry-specific guidelines that regulate data 
privacy in different industry sectors. The 
National Internet Advisory Board published a 
model data protection code for voluntary 
adoption by the private sector in 2002 that set 
out minimum standards for managing and 
processing personal data in electronic form.

7.3 Which authority oversees the data 
privacy law and what are its powers?

The PDPC will be responsible for overseeing 
compliance with the PDPA. The PDPC is 
supported by the Data Protection Advisory 
Committee which performs an advisory 
function to the PDPC for the administration 
and enforcement of the PDPA. The Data 
Protection Appeal Panel will be established 
separately to hear appeals against decisions 
made by the PDPC. 

The PDPA will adopt a complaints-based 
approach to enforcement. The PDPC is 
empowered to receive complaints, investigate 
matters and direct the relevant parties 
towards settlement of matters through 
dispute resolution. 

If the PDPC is satisfied that an organisation is 
not complying with any provision of the PDPA, 
the PDPC may give directions to the 
organisation to:

• stop collecting, using or disclosing 
personal data;

• destroy personal data;

• provide access to personal data; or

• pay a financial penalty not 
exceeding SG$1m.

Breaches of certain provisions of the PDPA 
may constitute a criminal offence and be 
punishable by a fine of up to SG$1m 
(US$790,000) and/or imprisonment of 
up to three years, depending on the 
provisions breached. 

7.1 Overview

Singapore enacted its Personal Data Protection 
Act 2012 (PDPA) in October 2012. The PDPA is a 
comprehensive data privacy regulation that 
will be implemented in three phases:

• provisions relating to the formation of the 
Personal Data Protection Commission (the 
PDPC), the Data Protection Advisory 
Committee and the Do-Not-Call (DNC) 
Registries came into operation on 
2 January 2013;

• provisions relating to the DNC Registry will 
take effect on 2 January 2014; and

• the main data protection rules will come 
into effect on 2 July 2014. 

The data privacy law, modeled on the OECD 
Guidelines, reinforces Singapore’s reputation 
as a reliable place to offshore data, a reputation 
that was maintained in the past with very 
little data privacy regulation in place.

Singapore’s move to comprehensive data 
privacy regulation has come with the largest 
potential fines for data privacy breaches in the 
Asia region with potential fines of up to 
SG$1m (US$790,000).

7.2 What is the approach to regulation? 

The PDPA is broadly consistent with the 
comprehensive approach to regulation found 
in the OECD Guidelines.

The PDPA draws from the OECD Guidelines but 
instead of enumerating a list of general data 
privacy principles that data users must adhere 
to in processing personal data of data subjects, 
the PDPA sets out specific provisions that 
achieve much the same effect. The PDPA 
requires that personal data be collected in a 
fair and transparent manner and only be used 
and disclosed for purposes properly consented 
to by data subjects. Data subjects are entitled 
to have access to and correct their personal 
data and data users must process personal data 
in a secure manner and must only retain 
personal data for as long as is necessary 
to fulfil the purposes for which it has 
been obtained.
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There are a number of exceptions to the 
requirement for consent set out in the third 
and fourth schedules to the PDPA. Examples of 
such exceptions include where: 

• collection is necessary for a purpose that is 
clearly in the interests of the individual; 

• consent cannot be obtained in a timely 
way; or

• data is needed to recover a debt or for the 
provision of legal services.

Unusually for OECD-model-based data privacy 
regimes, there is an exception to the consent 
requirements for information which is 
publicly available.

7.6 Is there a concept of ‘sensitive 
personal data’ and, if so, how is it 
treated differently?

The PDPA does not differentiate between 
sensitive personal data and general 
personal data.

7.7 Do data owners need to register 
with or notify any authorities, or 
appoint an official compliance officer?

There is no requirement for registration or 
notification under the PDPA.

Organisations are specifically required to 
designate one or more individuals to be 
responsible for ensuring compliance with the 
PDPA. The contact details of such persons must 
be made publically available.

7.4 Does the regime have 
extraterritorial effect? 

The general data protection provisions of the 
PDPA apply to all organisations that collect, 
use or disclose personal data in Singapore 
regardless of whether they are onshore or 
offshore companies. The PDPA will likely be 
deemed to apply to the collection of 
Singaporean citizen’s personal data by offshore 
websites through the internet. The provisions 
relating to the DNC Registry will be applicable 
to all organisations, whether or not located in 
Singapore, that send marketing messages to a 
Singapore telephone number.

7.5 On what basis can personal data 
be processed?

Personal data cannot be processed (collected, 
used or disclosed) without the data subject’s 
consent unless it is otherwise required or 
authorised under the PDPA. 

Unusually for OECD-model-based data privacy 
regimes, the PDPA makes express reference to 
deemed consent being adequate for compliance 
purposes. Consent will be deemed to have been 
given where an individual has voluntarily 
provided their personal data to the organisation 
for a particular purpose and it is reasonable 
that the individual would voluntarily provide 
their personal data. 

Separate consent will be required where the 
data is used for a purpose other than the 
original purpose for which it was provided. 
The consent may be deemed to have been 
obtained on the same basis as set out above.
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7.10 Can data be exported  
to other countries?

The PDPA generally prohibits the export of 
personal data outside of Singapore, unless the 
personal data will be protected to a 
comparable standard as required under the 
PDPA. The PDPC is empowered to grant 
exemptions for the transfer of data outside 
Singapore upon application by an organisation. 
Public consultation documents issued by the 
PDPC in February 2013 suggest that the 
regulator may be preparing to take an 
approach to managing data exports which is 
in  line with the European approach of 
publishing approved model forms of contract 
and providing for safe harbours or binding 
corporate rules. The PDPC is expected to issue 
advisory guidelines on the export limitation 
obligation at a future date.

7.11 Does the law directly apply to data 
processors and other service providers 
who process data on behalf of data 
owners or just to data owners?

The PDPA applies directly to data processors 
(defined as ‘data intermediaries’) in certain 
limited respects. Data intermediaries are 
exempt from the majority of the PDPA’s data 
protection provisions but will be required to 
make reasonable security arrangements in 
relation to personal data and comply with data 
retention requirements.

7.8 What rights do data subjects have 
to access and correct their data?

Individuals have the right to request access to 
their personal data in the possession or under 
the control of organisations, and be provided 
with information as to how the organisations 
have, or may have, used or disclosed their 
personal data in the year immediately 
preceding the individual’s access request.

Organisation are permitted to refuse access 
requests where provision of such personal 
data or information could reasonably cause 
harm and endanger data subjects or other 
individuals, or where it would be contrary to 
national interests. Individuals have the right to 
request organisations to correct any errors or 
omissions in personal data in the possession or 
under the control of the organisation. 

Certain types of personal data are exempt 
from the right to request access to and 
correction of the data, such as:

• opinions, including professional or 
expert opinions;

• opinion data used for evaluative purposes;

• data related to examinations by an 
education institutions;

• the personal data of beneficiaries of a 
private trust; or

• personal data connected with arbitration or 
mediation proceedings.

7.9 Can transfers of data be made 
within a group or to third parties? 

Transfers of personal data within a group or to 
third parties are only permitted where the 
individual has consented to such transfer or is 
deemed to have consented to such transfer 
(ie where the individual has voluntarily 
provided their personal data to the 
organisation for a particular purpose and it 
is reasonable that the individual would 
voluntarily provide the data). 
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others, they may be found to have consented to 
the collection of their personal data by the 
cookies they have chosen to accept. However, if 
the users do not actively manage their browser 
settings, this does not imply that they consent 
to the collection, use and disclosure of their 
personal data by all websites for the purposes 
stated thereon.

7.14 What rules are applicable  
to employee monitoring?

The PDPA does not contain any express 
provisions on employee monitoring. However, 
the general provisions of the PDPA will apply 
to the collection of employees’ personal data 
through monitoring. Employees must be 
informed of and consent to the purpose of the 
collection and use of their personal data 
through monitoring. Employees should also be 
notified of the personal business contact 
information of the person able to answer 
employees’ questions about their personal 
data. However, the PDPA provides for 
exceptions where the consent for collection, 
use and disclosure of personal data is not 
required. These include where personal data is 
used or disclosed for the purposes of managing 
or terminating an employment relationship.

7.15 What are the rules relating  
to data retention?

Organisations should cease to retain personal 
data when: (i) the purposes for which the data 
was collected is no longer being served by the 
retention; and (ii) the retention is no longer 
necessary for legal or business purposes. 

7.12 How is direct  
marketing regulated? 

Direct marketing is regulated under the PDPA 
through the provisions relating to the DNC 
Register. By registering under the DNC 
Registry, individuals are able to opt out of 
receiving unsolicited marketing messages.

The Spam Control Act (SCA) contains specific 
requirements for sending unsolicited 
commercial electronic messages in bulk, 
including emails and SMS. Under the SCA, 
unsolicited commercial electronic messages 
must contain an unsubscribe facility, specific 
labels to indicate that the message is an 
advertisement and must not contain false or 
misleading header information. 

7.13 How are cookies regulated?

The use of cookies is not specifically regulated 
under the PDPA. Advisory Guidelines on the 
PDPA issued by the PDPC on 24 September 
2013 specify that consent is not needed for 
cookies that do not collect personal data. 
Where users have clearly requested certain 
internet activities, there may not be a need to 
seek consent for the use of cookies to collect, 
use and disclose personal data where the user 
is aware of the purposes for such collection, 
use or disclosure and voluntarily provides 
their personal data. Where the activities 
cannot take place without cookies collecting, 
using or disclosing personal data, the user’s 
consent may be deemed if the user voluntarily 
provides their data for that purpose and it 
would be reasonable for them to do so. The 
way in which users configure their internet 
browsers may also reflect their consent to the 
collection, use or disclosure of their personal 
data through cookies. If users configure their 
browsers to accept certain cookies but reject 



Part 7
Singapore

48 Asia Data privacy guide 
February 2014

Freshfields Bruckhaus Deringer llp

7.16 Must data security breaches  
be notified to affected individuals  
or the authorities?

The PDPA does not expressly require 
notification of security breaches.

7.17 What are the rules relating  
to law enforcement access to data?

Personal data may be collected, used and 
disclosed by an organisation without the 
consent of a data subject if it is necessary 
for the purposes of an investigation 
or proceedings. 

7.18 Are there any expected reforms?

There are no indications of any imminent 
reforms given how recently the PDPA was 
enacted. The PDPC has recently issued advisory 
guidelines on key concepts in the PDPA and 
for selected topics in the PDPA. Further 
implementing regulations are expected to be 
issued by the PDPC to advise on the practical 
application of the PDPA.
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The PCIP Act aims to protect information 
provided to financial institutions. The 
collection and use of any personal credit 
information by financial institutions requires 
prior written consent from the individuals 
concerned, and this information may only be 
used for pre-agreed financial transactions and 
credit assessments. 

Sector-specific regulations also exist which can 
impose serious restrictions on IT services 
outsourcings, for example, the rules 
promulgated by the Financial Supervisory 
Service on financial institutions’ handling of 
customer data. 

While the approach to data privacy regulation 
under these laws is administrative, there are 
some important features that mark South 
Korea as a particularly challenging one, 
including the express provision for ‘data 
protection collective suits’, class action suits 
arising from contraventions of the PIPA where 
the data user refuses to submit to a mediation 
process or comply with the recommendations 
of the mediation committee.

8.3 Which authority oversees the data 
privacy law and what are its powers?

Data privacy compliance in South Korea is 
administered by a complex interaction of a 
number of regulators. The Ministry of Public 
Administration and Security (MOPAS) and the 
Personal Information Protection Commission 
oversee the enforcement of PIPA. The Korea 
Communications Commission oversees 
compliance with the ICN Act and the Financial 
Services Commission oversees data protection 
matters under the Credit Information Act. 

These authorities may request information, 
carry out audits or inspections and impose 
administrative sanctions in the case of 
violations of the applicable law. 

8.1 Overview

Korea’s Personal Information Protection Act 
(PIPA), passed in September 2011, together 
with the companion legislation relating to 
information technology and financial 
information discussed below, represent one 
of the most stringent data privacy regimes 
in Asia. The legislation is based on the  
OECD-model but in many respects goes 
further than this, most notably due to its 
very strict data subject consent requirements, 
export controls and express provision for data 
privacy class action suits.

8.2 What is the approach to regulation? 

The PIPA came into force in September 2011. 
The PIPA regulates processing of personal 
information collected in both the public and 
private sectors. The PIPA draws from the OECD 
Guidelines, regulating data users through a set 
of personal information protection principles 
that require personal data be collected in a fair 
and transparent manner and only be used and 
disclosed for purposes properly consented to 
by data subjects. Data subjects are entitled to 
have access to and correct their personal data 
and data users must process personal data in a 
secure manner and must only retain personal 
data for as long as is necessary to fulfil the 
purposes for which it has been obtained.

The PIPA is enforced in parallel with the 
existing Information and Communication 
Network Utilisation and Information 
Protection Act (ICN Act) and the Personal 
Credit Information Protection Act (PCIP Act).

The ICN Act imposes restrictions on the 
electronic transmission and processing of 
personal data. Although this legislation is 
directed at ‘providers of information and 
communications services’, the regulators have 
in practice adopted a very wide interpretation 
of the law’s application. For example, it applies 
to an ordinary commercial enterprise that 
uses the internet to market or sell its goods  
or services online. 
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8.5 On what basis can personal data  
be processed?

Processing includes the collection, generation, 
recording, storage, use, provision, disclosure 
and destruction of personal information. 
Under the PIPA, processing of personal data is 
lawful where: 

• the prior consent of the data subject has 
been obtained; 

• processing is required to fulfil legal 
obligations or performance of a contract;

• processing is necessary for the safety or 
economic interests of the data subject and 
the prior consent of the data subject cannot 
be obtained; and

• processing is necessary for the legitimate 
interests of the data user and outweighs the 
interests of the data subject.

It is important to note that the PIPA has some 
features which go beyond what is generally 
seen in OECD-model based laws, including:

• a general obligation to use anonymised data 
where practical; and

• a duty to notify data subjects  
of sub-processors.

8.6 Is there a concept of ‘sensitive 
personal data’ and, if so, how is it 
treated differently?

The processing of sensitive personal data is 
restricted under the PIPA. Sensitive personal 
data includes information relating to the data 
subject’s ideology, beliefs, trade union or 
political party membership, political mindsets, 
health and sexual life and other personal 
information that is likely to harm the privacy 
of data subjects.

The processing of sensitive personal data is 
only permitted if the prior informed consent 
of the data subject is obtained or if required 
by law.

The competent authorities may enforce the 
PIPA through administrative orders. If a 
data processor fails to comply with an 
administrative order, the data subject’s rights 
may be enforced through the courts.

The PIPA also provides for criminal sanctions 
for breaches of its provisions. Penalties for 
criminal sanctions include imprisonment of 
up to five years and fines of up to 50m won 
(US$50,000).

8.4 Does the regime have 
extraterritorial effect? 

The PIPA has extraterritorial effect to the 
extent that the personal data relates to South 
Korean data subjects. For offshore collection of 
South Korean data subjects’ personal data 
online or through a website, the South Korean 
regulators will exercise jurisdiction if the 
operations of the offshore website are viewed 
as ‘doing business in South Korea’. Factors 
considered include whether the offshore 
website: (i) specifically targets South Korean 
nationals (eg Korean language webpages); (ii) is 
operated by a local South Korean entity 
through a ‘.co.kr’ website with servers located 
in South Korea; and (iii) the website operator 
engages in active marketing activities within 
South Korea. Where the website operator 
engages in marketing activities or provides 
web services specifically targeted at South 
Korean nationals, then such activities may be 
viewed as ‘doing business in South Korea’ and 
would generally be required to comply with 
South Korean law.
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8.10 Can data be exported  
to other countries?

Personal data is prohibited from being 
transferred overseas except with the data 
subject’s consent upon notification of the 
following information:

• the recipient of the personal information;

• the purpose of the recipient’s use 
of the information;

• the content of the personal 
information provided;

• the period of retention for the personal 
information; and 

• the right of the data subject to 
refuse consent. 

Data users are prohibited from entering into 
agreements for the cross-border transfer of 
personal data in violation of the PIPA. 

8.11 Does the law directly apply  
to data processors and other service 
providers who process data on behalf 
of data owners or just to data owners?

The PIPA imposes mandatory contractual 
provisions for data processing and  
sub-contractor agreements, such 
as requirements:

• that information processing will only be for 
agreed purposes;

• for administrative and technical 
security measures to be deployed by 
the sub-contractor; and

• further restricting sub-contracting.

Data processing and sub-contractor 
agreements must comply with the provisions 
of the PIPA. The PIPA requires that data 
subjects are informed when the processing 
of their personal data is sub-contracted 
and the identity of the sub-contractors, 
including when there is any change to any 
sub-contractors engaged.

8.7 Do data owners need to register 
with or notify any authorities, or 
appoint an official compliance officer?

Data users are not required to register with or 
notify the authorities. 

The PIPA requires data users to designate a 
‘privacy officer’. The privacy officer has a 
number of responsibilities, including 
implementing a data protection plan, 
monitoring data processing practices, handling 
grievances and instigating data protection 
training programmes. 

The ICN Act requires the appointment of a 
director in charge of data security matters.

8.8 What rights do data subjects have 
to access and correct their data?

Data subjects have the right to request  
access to their personal information held  
by a data user. A data user may deny access 
under certain circumstances, such as where  
it will cause physical harm to others or 
their property. 

Data subjects also have the right to request  
the correction or deletion of their personal 
information, provided the personal 
information is not required to be retained  
by law or other regulations. 

8.9 Can transfers of data be made 
within a group or to third parties? 

A data user may provide personal information 
to third parties if: (i) consent is obtained from 
the data subject; or (ii) for processing that is 
within the original purpose of collection of  
the personal information. 

Data may also be transferred to third parties 
where there is a transfer of the business or 
merger, provided that the data subjects are 
notified in advanced of the transfer of their 
personal information.
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Sub-contractors are required to comply with 
the PIPA’s provisions for the processing of 
personal information and limitations and 
safeguards for the handling of personal 
information. In respect of damages claimed 
from a breach by a sub-contractor’s processing 
of personal information, the data user will be 
liable for the sub-contractor’s breach as an 
employee of the data user. 

8.12 How is direct marketing 
regulated? 

The ICN Act regulates marketing conducted by 
email, fax or telephone. In relation to 
marketing sent by email, an explicit opt-out 
consent is required, whereby the recipient can 
clearly express their objecting to receiving 
future marketing. In the case of advertising 
sent by fax and telephone, an opt-in consent 
from the recipient must be obtained. 

8.13 How are cookies regulated?

The ICN Act regulates the use of cookies. 
Under the ICN Act, the use of cookies requires 
the opt-out consent of the data subject, 
whereby the data subject can refuse the use of 
cookies during their online session. The data 
user’s privacy policy must disclose information 
of the mechanisms used to automatically 
collect personal information on the website, 
such as cookies, and the methods to disable 
such tools.

8.14 What rules are applicable  
to employee monitoring?

The PIPA provides that the installation and 
operation of video surveillance cameras in 
open spaces (ie areas accessible to the public) is 
prohibited, subject to certain exceptions. The 
exceptions include where it is necessary for the 
prevention and investigation of crime or where 
it is allowed by law. Employers that operate 
video surveillance cameras in open spaces 
must place warning signs indicating the 
existence of the cameras, provide guidance on 
the operation and management of the 
surveillance system and implement technical 
and managerial measures to prevent personal 
information collected through the surveillance 
(ie video recordings) from being lost, stolen, 
leaked, altered or damaged. Where video 
surveillance is used in closed spaces 
(ie accessible only to employees), employees 
must be informed of the collection of their 
personal information by means of the camera 
surveillance, the purpose of the monitoring, 
the specific personal information that will be 
collected, the duration of retention of the 
information and the employee’s right to refuse 
the monitoring and any consequences that 
may result from such refusal.

Under the Act on the Promotion of Worker’s 
Participation and Cooperation, any business 
having more than 30 full-time employees 
must establish a joint labour management 
conference to discuss the installation of 
employee monitoring devices in the 
workplace, such as video surveillance, 
prior to implementation.
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8.15 What are the rules relating  
to data retention?

Personal data should only be retained for the 
minimum amount of time necessary to fulfil 
the specified purpose for which the data 
was collected. 

8.16 Must data security breaches  
be notified to affected individuals  
or the authorities?

Data users must notify data subjects of all data 
security breaches. The data subject must be 
provided with information such as the kind of 
information leaked, the circumstances of the 
security breach and what the data subject can 
do to minimalise any potential damage 
resulting from the breach. The data user must 
also specify contact details for a help desk that 
data subjects may call to report losses.

In the case of a large scale data breach 
involving more than 10,000 individuals, the 
data user must inform the MOPAS, or other 
institution specified in the Presidential Decree, 
without delay. 

8.17 What are the rules relating  
to law enforcement access to data?

Where it is necessary for the investigation 
of crime, indictment or prosecution, 
personal information may be used for 
purposes other than the original purpose 
for which it was collected. 

8.18 Are there any expected reforms?

There are no indications of any 
forthcoming reforms.
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9.1 Overview

The Personal Information Protection Act (the 
PIPA) was passed by the Taiwanese Legislature 
in May 2010 and came into force in October 
2012, excluding certain provisions prohibiting 
the collection of sensitive personal data which 
continue to be the subject of legislative debate.

Any entity that collects, processes or uses 
personal data relating to Taiwanese citizens 
must comply with the data privacy law, 
whether the entity is based within or outside 
of Taiwan.

The PIPA provisions prohibiting the collection 
of sensitive personal data are under discussion 
and have yet to come into force. 

Notification of security breaches or data loss to 
affected individuals are mandatory under the 
data privacy law.

9.2 What is the approach to 
regulation? 

The PIPA replaces the former Computer 
Processed Personal Data Protection Act of 
1995. The PIPA imposes obligations on 
government and non-government agencies 
that collect, process and use personal data 
and applies across all sectors.

9.3 Which authority oversees the data 
privacy law and what are its powers?

There is no single regulator or authority that 
oversees the PIPA. The Ministry of Justice is 
responsible for the drafting and interpretation 
of the PIPA and is empowered to issue 
secondary legislation. Industry sector 
regulators and local government authorities 
have separate responsibilities for the 
enforcement of the PIPA.

The PIPA provides for civil and criminal 
consequences for breaches of its provisions. 
Penalties may include fines (of up to NT$1m 
(US$34,000), imprisonment (of up to five years), 
compensation in civil damages actions (of up 
to NT$20,000 (US$700) per claim) and class 
action litigation (total damages up to 
NT$200m (US$6.7m).

Since the PIPA took effect in October 2012, 
there has been no noticeable increase in 
the number or severity of the authorities’ 
enforcement actions against breaches of 
the data privacy provisions.

9.4 Does the regime have 
extraterritorial effect? 

The PIPA applies to any entity that collects, 
processes or uses personal data outside of 
Taiwan where the personal data relates to 
Taiwanese citizens.

9.5 On what basis can personal data  
be processed? 

Processing includes the recording, inputing, 
storing, compiling, correcting, duplicating, 
retrieving, deleting, outputting, connecting or 
internally transmitting information for the 
purpose of establishing or using a database 
(automated or non-automated) of personal data. 

Personal data may be collected by government 
and non-government agencies, provided that 
notice is given to the data subject in advance 
that includes the name of the data collector, 
the purpose of collection, the types of personal 
data to be collected, how the personal data will 
be used, the rights of the data subject and any 
consequences if the data subject chooses not to 
provide the information.
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In addition to the notice requirements, specific 
conditions must be satisfied in order for 
personal data to be collected and processed.

A government agency may collect and process 
personal data (other than sensitive personal 
data) if it is for specific purposes and one of the 
following conditions are met:

• it is within the scope of work of the 
government agency as prescribed by laws 
and regulations;

• written consent of the data subject has 
been obtained; or

• the rights and interests of the data subject 
are not harmed.

A non-government agency may collect and 
process personal data (other than sensitive 
personal data) if it is for specific purposes and 
one of the following conditions are met:

• the collection is conducted in accordance 
with relevant laws and regulations;

• there is a contract or quasi-contract 
between the data subject and the 
data collector;

• the data subject has publically disclosed 
such information or the personal 
information has been legally publicised;

• it is necessary for statistical purposes or 
academic research, provided that the 
information does not identify the 
data subject;

• written consent of the data subject has 
been obtained;

• public interest is involved; or

• the personal data is obtained from public 
sources, provided that the processing or use 
of the personal data is not prohibited by the 
data subject.

9.6 Is there a concept of ‘sensitive 
personal data’ and, if so, how is it 
treated differently?

The PIPA specifically regulates sensitive 
personal data but the provision dealing with 
sensitive personal data has yet to come into 
force and is subject to potential amendments 
due to continuing public debate on the matter.

The current provision requires that, subject to 
certain exceptions, personal information 
relating to medical treatment, genetic 
information, sexual life, health examinations 
and criminal records should not be collected, 
processed or used. The exceptions identified 
under the PIPA include situations where:

• it is in accordance with law;

• it is necessary for the performance of the 
duties of the government agency or the 
legal obligations of the non-government 
agency with adequate security measures 
in place; 

• the information was voluntarily disclosed 
by the provider of the information or 
otherwise disclosed publically by legal 
means; and

• the information is collected, processed or 
used for use by a government agency or an 
academic research institution for medical, 
health or crime prevention statistics 
or studies.
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• is necessary for statistical purposes or 
academic research, provided that the 
information does not identify the 
data subject;

• is beneficial to the data subject; or

• has been consented to in writing by the 
data subject.

9.10 Can data be exported to other 
countries?

Sector-specific government authorities may 
restrict the cross-border transfer of personal 
data where:

• it involves major national interests;

• it is prohibited or restricted by a national 
treaty or agreement;

• the country receiving the personal 
information lacks proper regulations for 
the protection of personal information and 
there is risk of harm to the rights and 
interests of the data subject; or

• the international transmission of personal 
information is made through an indirect 
method where the PIPA’s provisions may 
not be applicable. 

9.11 Does the law directly apply to data 
processors and other service providers 
who process data on behalf of data 
owners or just to data owners?

The PIPA applies to any entity that collects, 
processes or uses personal data. No express 
distinction is made between the original 
data users (collectors of the data) and data 
processors (who may be engaged to process the 
data on the data user’s behalf). Entities will be 
liable for civil claims of damages arising from 
breach of the PIPA, except where the entity can 
demonstrate that it was not negligent or the 
breach was unintentional. 

9.7 Do data owners need to register 
with or notify any authorities, or 
appoint an official compliance officer?

There is no requirement under the PIPA for 
data owners to register with or provide 
notification to the authorities or appoint a data 
privacy compliance officer.

9.8 What rights do data subjects have 
to access and correct their data?

Data subjects have the express right to request:

• the review of their personal information 
and to make inquiries about this;

• a copy of their personal information; 

• to supplement or correct their 
personal information; 

• the cessation of collection, processing or 
use of their personal information; and

• the deletion of their personal information.

The PIPA provides that such rights should not 
be waived in advance or limited by agreement.

9.9 Can transfers of data be made 
within a group or to third parties? 

There is no express provision under the PIPA 
addressing the transfer of data within groups 
or to third parties.

Subject to certain exceptions, the PIPA requires 
that personal data must be used for the 
specific purposes for which it was collected. 
Any transfer of data must be consistent with 
the purpose for its collection unless an 
exception applies where the transfer:

• is in accordance with the law;

• is for national security purposes (where the 
collector is a government agency) or to 
promote public interest;

• is to prevent harm to the life, body, 
freedom or property of the data subject;
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9.14 What rules are applicable  
to employee monitoring?

The PIPA does not provide express rules in 
relation to employee monitoring. Instead, the 
Criminal Code, Communications Surveillance 
and Protection Act (the CSPA) and Civil Code 
prohibit the use of CCTV cameras to monitor 
private activities without a justifiable cause. 
According to the Criminal Code, the 
employees’ prior consent must be obtained 
before recording their activities that include 
conversations where they have a reasonable 
expectation of privacy. Violations of the law 
may incur criminal penalties of up to five 
years in prison, fines and civil liability 
for damages.

9.15 What are the rules relating  
to data retention?

Data must be deleted when the purpose for 
which the data was collected has been fulfilled 
or no longer exists.

9.16 Must data security breaches  
be notified to affected individuals  
or the authorities?

Where personal data is stolen, disclosed, 
altered or otherwise infringed, the data 
collector must notify the affected data 
subjects by appropriate means after 
investigating the incident. 

9.12 How is direct marketing 
regulated? 

Personal data may be used for direct 
marketing purposes where direct marketing 
was listed within the original purposes for 
collection of the data and was informed to the 
data subject. The data subject must give his or 
her written consent to the direct marketing 
purpose. The data user must provide an 
opt-out mechanism in the first marketing 
communication to the data subject to opt out 
of future direct marketing. The data collector 
must cease marketing where a data subject 
opts-out of receiving direct marketing.

9.13 How are cookies regulated?

The PIPA does not specifically regulate cookies. 
Although the authorities have not issued any 
official ruling to determine whether cookies 
are deemed to be personal data, it is widely 
considered in Taiwan that cookies should be 
deemed as personal data, since the collection 
of information through cookies can be used to 
identify a specific person. The use of cookies 
must comply with the general provisions of the 
PIPA, including informing users of the 
purposes for which cookies are used and 
whether any personal information is passed to 
third parties.
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9.17 What are the rules relating to law 
enforcement access to data?

Personal data may be used beyond the original 
purpose of collection where it is for national 
security or to prevent crime. Government 
authorities are subject to Chapter II of the PIPA 
and should not process personal data unless it 
is within the scope of their job functions 
provided by law. 

9.18 Are there any expected reforms?

The PIPA came into force in 2012, with the 
exception of certain provisions relating to 
sensitive personal data and notification 
obligations for personal data collected 
indirectly from a data subject prior to the 
commencement of PIPA. There have been 
proposals to amend the PIPA in relation to 
these two provisions but no further draft 
legislation has been published as yet.
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10.1 Overview

Malaysia’s Personal Data Protection Act 2010 
(the PDPA) was enacted in 2010, and finally 
came into force on 15 November 2013 after 
significant delays in its implementation. 

The PDPA is a comprehensive law based on the 
OECD principles, but is only applicable to 
personal data processed in respect of 
commercial transactions. 

In relation to the private sector, the PDPA 
tracks a number of European requirements, 
including a data user registry maintained by 
the Personal Data Protection Department, 
which requires certain classes of data users to 
register and provide details of the data they 
are processing. 

The enactment of the PDPA seems to be 
at least partly founded on economic 
development policies, in particular an aim 
to bolster Malaysia’s position as an offshore 
services destination.

10.2 What is the approach  
to regulation? 

The PDPA is a comprehensive data privacy 
regulatory regime, which closely follows 
the implementation of European Directive 
95/46/EC, regulating personal data processing 
by reference to personal data protection 
principles that require personal data to be 
collected in a fair and transparent manner and 
only to be used and disclosed for purposes 
properly consented to by data subjects. Data 
subjects are entitled to have access to and 
correct their personal data and data users 
must process personal data in a secure manner 
and must only retain personal data for as long 
as is necessary to fulfil the purposes for which 
it has been obtained.

In a notable departure from European 
regulation, the PDPA is limited in its 
application to the processing of personal data 
in the context of commercial transactions and 
does not apply to the Malaysian federal or 
state governments. 

10.3 Which authority oversees the data 
privacy law and what are its powers?

The Personal Data Protection Commissioner is 
the main authority designated with 
responsibility for overseeing the PDPA. Other 
bodies such as the Personal Data Protection 
Advisory Committee and the Appeal Tribunal 
will also be established to implement and 
administer functions under the PDPA. 

Penalties for breaching the PDPA include fines 
of up to 300,000 ringit (US$92,000) and/or 
imprisonment of up to two years. 

If a business commits an offence, directors, 
chief executive officers, chief operating 
officers and other similar officers may be 
charged severally or jointly for non-compliance 
by the business, subject to certain 
available defences. 

The PDPA does not expressly provide for the 
right to make civil claims for breaches of 
the PDPA.

Since the PDPA is newly enacted and guidance 
from the regulatory authorities on its 
enforcement has yet to be issued, it is difficult 
to anticipate how aggressively the PDPA will 
be enforced.
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10.4 Does the regime have 
extraterritorial effect? 

The PDPA applies to data users established in 
Malaysia and to those that are not established 
in Malaysia but that use equipment in Malaysia 
for processing personal data other than for the 
purpose of transit through Malaysia. The PDPA 
is understood to apply to offshore entities 
collecting personal data in Malaysia, including 
to offshore websites collecting the personal 
data of Malaysian citizens through the 
internet. However, there is express provision 
that the PDPA does not apply to personal data 
processed outside of Malaysia unless the 
personal data is intended to be further 
processed in Malaysia. As the PDPA is newly in 
force, the approach taken by regulators to 
offshore entities remains to be seen.

10.5 On what basis can personal data  
be processed? 

‘Processing’ is widely defined and covers 
collecting, recording, holding or storing 
personal data, as well as carrying out 
operations concerning the handling of 
personal data.

Data users are required to obtain the 
individual’s consent before processing their 
data. The data user must also notify the 
individual of the specific purposes for the 
processing of their data and must not process 
the personal data for any other purposes 
without the individual’s further consent. The 
form of consent from the data subject must be 
capable of being recorded and would generally 
involve some affirmative acceptance on the part 
of the data subject. The burden of proof for 
consent lies on the data user. If consent is 
sought by way of a form that is also used for 
other matters, the consent for use of personal 
data must be clearly distinguished from the 
other matters.

10.6 Is there a concept of ‘sensitive 
personal data’ and, if so, how is it 
treated differently?

The PDPA has specific requirements relating to 
the processing of sensitive personal data, 
which is defined to include information 
relating to an individual’s physical or mental 
health or condition, political opinions, 
religious beliefs, criminal record or opinions of 
others. The explicit consent of the individual 
is required for the use of their sensitive 
personal data and should specifically refer to 
the nature of the data to be processed, the 
purpose of processing and any specific impact 
this may have on the individual. 

10.7 Do data owners need to register 
with or notify any authorities, or 
appoint an official compliance officer?

The Personal Data Protection (Class of Data 
Users) Order 2013 lists the classes of data users 
who are required to register with the Personal 
Data Protection Commissioner. The following 
categories of data users (by sector) are required 
to register as data users: communications; 
banking and financial institutions; insurance 
and takaful; health; tourism and hospitality; 
transportation; education; direct sales and 
direct marketing; services (including legal, 
auditing, accountancy, engineering, 
architecture, wholesale and retail, and 
private employment agencies); and real estate 
and utilities.
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10.10 Can data be exported  
to other countries?

Cross-border transfer of personal data is 
restricted. Unless an exception is applicable, 
data user may only transfer personal data 
overseas if the place has been specified by the 
Minister of Information, Culture and 
Communications by notification published in 
the Gazette. The exceptions include 
situations where:

• the data subject has consented to 
the transfer;

• transfer is necessary for the performance 
of a contract with the data user, a contract 
entered into at the request of the data 
subject or a contract in the interests of the 
data subject;

• transfer is for the purpose of legal 
proceedings or for the purpose of obtaining 
legal advice or establishing, exercising or 
defending legal rights;

• transfer is necessary to protect the data 
subject’s life or security; 

• the data user has taken reasonable steps to 
ensure that the data will not be processed 
in a manner that contravenes the PDPA;

• transfer is necessary as being in the public 
interests; or

• transfer is necessary to protect against 
adverse action against the data subject and 
it is not practicable to obtain their written 
consent and if it were practicable, the data 
subject would have given their consent. 

The Personal Data Protection Commissioner 
has yet to announce whether he will publish 
model forms of contract or approve other 
compliance measures that will make data 
exports administratively easier, in line with 
the European Directive 95/46 upon which the 
PDPA is based.

10.8 What rights do data subjects have 
to access and correct their data?

Data subjects have a right to request access to 
their data by writing to the data user. Data 
users are required to provide a notice to data 
subjects that includes certain details such as 
the contact person, phone number, fax 
number, email address and any related 
information, for the purpose of access 
requests. Data users must respond to and 
comply with such a request within 21 days, 
unless compliance is not possible within that 
period, in which case a 14-day grace period 
applies. A data user may refuse to comply with 
a data access request under certain 
circumstances outlined in the PDPA, such as, 
where the burden of providing access is 
disproportionate to the risks to the data 
subject’s privacy. 

Data subjects have a right to request 
correction of their data by the date user 
where it is inaccurate, incomplete, misleading 
or outdated by writing to the data user. 

10.9 Can transfers of data be made 
within a group or to third parties?

Personal data can be disclosed to third parties 
provided that the data subject is given prior 
written notice of the class of third parties to 
whom the data will or may disclose. Data users 
are required to keep and maintain a list of 
disclosures to third parties.
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10.14 What rules are applicable  
to employee monitoring?

There are no express provisions in the PDPA 
that regulate employee monitoring. The PDPA 
will be applicable to the extent that employees’ 
personal data in the employment context is 
collected and processed. In addition, 
monitoring without the employees’ consent 
may constitute a violation of other laws 
related to the tort of invasion of privacy and 
the Penal Code. 

10.15 What are the rules relating  
to data retention?

Data users are required to take reasonable 
steps to protect personal data from loss, 
misuse, modification, unauthorised or 
accidental access or disclosure, alteration 
or destruction.

Personal data processed for any purpose shall 
not be kept longer than is necessary for the 
fulfilment of that purpose. The data user must 
take reasonable steps to ensure that all 
personal data is destroyed or permanently 
deleted when the data is no longer necessary 
for the purpose for which it was processed.

10.16 Must data security breaches  
be notified to affected individuals  
or the authorities?

The PDPA contains no express requirement to 
give notice to affected individuals or the 
authorities where a data breach occurs. 

10.11 Does the law directly apply to 
data processors and other service 
providers who process data on behalf 
of data owners or just to data owners?

The PDPA applies to ‘data users’ and not 
directly to data processors. ‘Data users’ means 
any person who processes personal data or who 
has control over or authorises the processing of 
personal data of individuals.

Where processing is carried out by a data 
processor on behalf of the data user, the 
data user is required to provide sufficient 
guarantees for the security of the data and to 
take reasonable steps to ensure compliance 
with these measures. 

10.12 How is direct marketing regulated? 

The PDPA requires the prior consent of data 
subjects to receive direct marketing, however 
it is not specified whether this must be in the 
form of opt-in consent or acknowledgement of 
non-objection to direct marketing. Consent 
must be in a recordable form and must be 
properly maintained by the data user. Passive 
consent of the data subject will not be 
sufficient. Data subjects also have the right to 
stop data users processing their personal 
data for direct marketing purposes upon 
notice in writing. 

10.13 How are cookies regulated?

There are no express provisions in the PDPA or 
other Malaysian laws that specifically regulate 
the use of cookies. To the extent that data 
captured by cookies or profiling identifies 
individuals, this constitutes personal 
information and must comply with the 
requirements of the PDPA. 
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10.17 What are the rules relating  
to law enforcement access to data?

Personal data processed for the prevention or 
detection of crime or for the purpose of 
investigations, the apprehension or prosecution 
of offenders and the collection or assessment 
of tax or duties are exempt from the provisions 
of the PDPA. 

10.18 Are there any expected reforms?

The PDPA recently came into force on 15 
November 2013. It is expected that the 
Personal Data Protection Commissioner will 
release further official guidance on certain 
practical points of compliance with the PDPA, 
such as how businesses will fulfil the 
requirements arising from the security and 
data retention principles under the PDPA. The 
Personal Data Protection Department has 
recently issued a proposal paper for public 
consultation on the Guide in Dealing with 
Direct Marketing under the PDPA. The 
proposal puts forwards different requirements 
for (i) postal direct marketing and (ii) 
electronic communications direct marketing, 
and also sets out the process for making 
complaints about unsolicited direct marketing.
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11.1 Overview

The Data Protection Act (DPA), a comprehensive 
data privacy law based on the OECD model, 
came into force in September 2012. Like 
Malaysia before it, the legislative reform in 
the Philippines seems at least partly directed 
at strengthening the Philippines’ attractiveness 
as an offshore services destination, although 
it is noteworthy that there is an express 
exclusion for personal data collected from 
residents of foreign jurisdictions in 
accordance with the laws of those jurisdictions 
subsequently processed in the Philippines. 

11.2 What is the approach  
to regulation? 

The Data Protection Act (DPA) came into force 
in September 2012. The DPA regulates the 
collection, use and processing of personal 
information. The legislation is a 
comprehensive data privacy regulation 
modeled on the OECD Guidelines, regulating 
personal data processing by reference to 
general data privacy principles requiring that 
personal data be collected in a fair and 
transparent manner and only be used and 
disclosed for purposes properly consented to by 
data subjects. Data subjects are entitled to have 
access to and correct their personal data and 
data users must process personal data in a 
secure manner and must only retain personal 
data for as long as is necessary to fulfil the 
purposes for which it has been obtained.

11.3 Which authority oversees the data 
privacy law and what are its powers?

The National Privacy Commission (NPC) will 
administer and implement the DPA. The NPC 
has broad powers to monitor compliance, 
receive complaints, initiate investigations, 
propose legislation and can recommend to 
the Department of Justice the imposition of 
penalties for non-compliance. 

The NPC is also empowered to provide the 
Department of Justice with recommendations 
on the prosecution and imposition of penalties 
for violations of the DPA. Potential penalties 
for unauthorised processing of personal 
information include imprisonment of up 
to three years and a fine of at least 
500,000 pesos (US$11,000). 

Where the offender is a body corporate, the 
responsible officers of the body corporate may 
be held liable for breaches of the DPA. The 
body corporate may also have its rights under 
the DPA suspended. 

At the present time, the NPC has yet to be 
established and no timetable has been released 
for the expected date of its formation. There 
have not been any instances of enforcement of 
the DPA by other government agencies to date. 
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11.4 Does the regime have 
extraterritorial effect? 

The DPA applies to acts done in or outside of 
the Philippines if:

• the act, practice or processing relates to 
personal information about a Philippine 
citizen or resident;

• the data controller has a link with the 
Philippines and processes information that 
is about a Philippine citizen or resident, 
even if processing occurs outside the 
Philippines; or

• the data controller has other links with the 
Philippines, such as carrying on business in 
the Philippines and the information is held 
by an entity in the Philippines. 

The DPA does not apply to personal information 
collected from residents of foreign jurisdictions 
which has been collected in accordance with 
the laws of those foreign jurisdictions and 
then which is subsequently processed in 
the Philippines. 

11.5 On what basis can personal data  
be processed? 

Under the DPA, ‘processing’ is broadly 
defined to refer to any operation performed 
upon personal information including 
collecting, recording, storing, destroying and 
organising data. 

Processing of personal information is only 
permitted where:

• the data subject has given consent;

• processing is necessary for the performance 
of a contract involving the data subject;

• processing is necessary due to a legal 
obligation of the data controller;

• processing is necessary to protect the vital 
interests of the data subject, including life;

• processing is necessary to respond to a 
national emergency or to protect public 
order and safety, or to fulfil public 
authority functions; or

• processing is necessary for the purposes of 
the legitimate interests of the data 
controller or third parties to whom the data 
is disclosed, except where such interests 
are overridden by constitutional rights and 
freedoms of the data subject. 

11.6 Is there a concept of ‘sensitive 
personal data’ and, if so, how is it 
treated differently?

Sensitive personal information and privileged 
information are subject to specific regulation 
under the DPA. Sensitive personal information 
refers to:

• information about a person’s race, 
ethnic origin, marital status, age, 
colour, and religious, philosophical 
or political affiliations;

• information about a person’s health, 
education, genetic or sexual life, or 
to any proceedings for any offence 
committed or alleged to have been 
committed, the disposal of such 
proceedings, or the sentencing of 
any court in such proceedings;

• information issued by government 
agencies specific to an individual, such as, 
social security numbers, health records, 
licenses etc; or

• information that is classified information. 

The processing of sensitive personal 
information is prohibited unless:
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11.8 What rights do data subjects have 
to access and correct their data?

Data subjects have the right to reasonable 
access to the contents of their personal 
information, upon request. 

Data subjects have the right to dispute 
inaccuracies or errors in their personal 
information held by the data controller and 
have the data controller correct it immediately, 
unless the request is unreasonable. Data 
subjects also have the right to suspend, 
withdraw or order the blocking, removal or 
destruction of their personal information that 
is incomplete, outdated, false, unlawfully 
obtained or used for unauthorised purposes or 
purposes which are no longer necessary. 

11.9 Can transfers of data be made 
within a group or to third parties?

Data controllers are permitted to sub-contract 
the processing of personal information 
provided that proper safeguards are in place to 
ensure the confidentiality and protection of 
the personal information against unauthorised 
use is maintained and the sub-contractor 
complies with the DPA and other laws. 

11.10 Can data be exported  
to other countries?

The DPA does not prohibit transfers of 
personal data to other countries. 

• the consent of the data subject is obtained 
and, in the case of privileged information, 
the consent of all parties to the exchange 
is obtained;

• the processing is required by existing laws 
and regulations, provided that the existing 
law or regulation does not require separate 
consent and guarantees the protection of 
the sensitive personal information;

• the processing is necessary to protect life 
and the prior consent of the data subject 
cannot be legally or physically obtained;

• the processing is necessary for the lawful 
and non-commercial objectives of a public 
organisation, provided that it is confined to 
bona fide members of organisation, the 
data is not transmitted to third parties and 
consent is obtained;

• the processing is necessary for purposes of 
medical treatment and an adequate level of 
protection is ensured; or

• the processing is necessary for the protection 
of lawful rights and interests of natural or 
legal persons in court proceedings relating 
to legal claims or where provided to the 
government or a public authority.

11.7 Do data owners need to register 
with or notify any authorities, or 
appoint an official compliance officer?

The DPA does not contain an explicit 
requirement for data controllers to register 
with the authorities.

Data controllers are required to designate an 
individual who is responsible for their 
compliance with the DPA. 
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11.14 What rules are applicable  
to employee monitoring?

The DPA does not specifically regulate 
employee monitoring. The general principles 
of the DPA will apply, meaning that employees 
must be informed of and consent to the 
collection of their personal data through 
monitoring, the purposes of monitoring, the 
duration for which the data will be held, the 
classes of recipients to which the data may be 
disclosed and the data privacy officer’s contact 
details. The processing of employees’ personal 
data collected through monitoring must 
comply with the general provisions of the DPA. 

11.15 What are the rules relating  
to data retention?

Personal data should only be retained for as 
long as is necessary:

• for purposes for which the data 
was obtained;

• for the establishment, exercise or defence 
of legal claims;

• for legitimate business purposes; or 

• as provided by law. 

11.11 Does the law directly apply  
to data processors and other service 
providers who process data on behalf 
of data owners or just to data owners?

Data processors (known as ‘personal 
information processors’ under the DPA) are 
any persons or entities to whom a personal 
information controller may outsource the 
processing of personal data. 

The DPA is applicable to both data owners and 
data processors. Data processors must comply 
with all requirements of the DPA and any 
other applicable laws. Data owners will also be 
responsible and accountable for ensuring their 
data processors comply with the requirements 
of the DPA.

11.12 How is direct  
marketing regulated? 

The DPA does not have specific provisions 
regulating the use of personal data for direct 
marketing. The general principles of the DPA 
will apply so that personal data will not be 
allowed to be collected and used for direct-
marketing unless the individual is specifically 
informed of and consents to this purpose, the 
classes of direct-marketers to which their 
personal data may be disclosed and the 
methods by which they may be contacted 
for direct marketing.

11.13 How are cookies regulated?

The DPA does not specifically regulate the use 
of cookies. If data captured by cookies includes 
personal data, it must be processed in 
accordance with the DPA.
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11.17 What are the rules relating  
to law enforcement access to data?

The DPA does not apply to information that is 
necessary in order to carry out the functions 
of public authorities, including law 
enforcement and regulatory agencies.

11.18 Are there any expected reforms?

There is no indication of any further reforms. 
It is expected that, upon its formation, the NPC 
will release guidelines on implementation of 
the DPA in the future.

11.16 Must data security breaches  
be notified to affected individuals  
or the authorities?

Data controllers must promptly notify the 
National Privacy Commission and affected 
individuals where there has been a security 
breach of sensitive personal information 
where: (i) the data may be used to enable 
identity fraud; and (ii) the data controller or 
the National Privacy Commission believes 
there is a real risk of serious harm to the 
data subject. 

The DPA penalises the ‘concealment of security 
breaches involving sensitive personal 
information’. The failure of a personal 
information controller to comply with its 
notification obligation under the DPA is 
punishable by imprisonment for term ranging 
between 1.5 years to five years and by a fine of 
between Php500,000 (US$12,000) and Php1m 
(US$25,000). Where the offender is a 
corporation, the penalty is imposable on its 
responsible officers and those who participated 
in, or by their gross negligence, allowed the 
commission of the prohibited act (in this 
case, the failure to comply with the 
notification obligation).
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12.1 Overview

Vietnam does not have a comprehensive data 
privacy law, but there are important provisions 
in the Civil Code and the IT Law which are 
relevant and Decree 90 regulating unsolicited 
emails. Most recently, the promulgation of 
Decree 72 shows an increased government 
awareness of data privacy issues, at least in the 
context of the internet and social media.

12.2 What is the approach  
to regulation? 

Vietnam does not have a comprehensive data 
privacy law in force. Laws on protection of 
privacy are derived from general principles 
found in the National Assembly’s Civil Code 
dated 14 June 2005 (Civil Code) and sector-
specific laws. 

12.2.1 Civil Code

The Civil Code provides for a general right to 
privacy of an individual which respected and 
protected by law. The individual must consent 
to the collection and publication of information 
and data about their private life, except 
in the case where the collection and 
publication is pursuant to a decision 
of the competent authorities.

The Civil Codes also provides for safety and 
confidentiality of information. Post, telephone, 
electronic mail and other forms of electronic 
information of an individual must be kept 
secure and confidential. Control of an 
individual’s information via post, telephone, 
email and other forms of electronic 
information may only be conducted as 
stipulated by law and subject to a decision 
issued by the competent authorities.

12.2.2 Criminal Code

Under the Criminal Code, as amended, 
(the Criminal Code), individuals who illegally 
upload private information onto or use private 
information on computer networks, 
telecommunications networks and the 
internet face prosecution. 

12.2.3 The IT Law

The Law on Information Technology (the IT 
Law) contains several provisions aimed at 
protecting personal data in the IT and 
telecommunications sectors. The IT Law 
requires organisations and individuals that 
collect, process and use personal information 
of another person in a network environment 
to obtain the consent of the data subject, 
unless otherwise stipulated by law or falling 
into one of the exemptions, as further 
discussed below. 

12.2.4 The Law on e-transactions

Data privacy in electronic transactions is 
regulated under the Law on e-transactions 
2005 that provides for confidentiality of 
information in e-transactions and prohibits 
organisations from using, providing or 
disclosing information on private and personal 
affairs or on individuals accessible by them or 
under their control in e-transactions without 
the individual’s consent, unless otherwise 
permitted by law.

12.2.5 Decree 90

Decree 90 dated 13 August 2008 on Anti-Spam, 
as amended by Decree 77 dated 5 October 2012 
(Decree 90) is applicable to any entities which 
are involved in email or message exchange 
services in Vietnam. Decree 90 prohibits 
sending of spam email to a recipient who does 
not wish to receive it. According to Decree 90, 
any service provider sending advertising 
emails must have: (i) a website with the 
country code domain ‘.vn’ and a server based 
in Vietnam for sending advertising emails; 
(ii) a system for the receipt and processing  
of opt-out requests from receiving direct 
marketing; and (iii) a management code 
number issued by the Ministry of Information 
and Communication. 
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Advertising emails must only be sent with  
the prior express consent of recipients and  
a copy of the advertising email must be sent  
at the same time to the technical system of the 
Ministry of Information and Communications. 
Service providers are prohibited from sending 
more than one advertising message with 
similar content to the same email address 
within a 24-hour period unless with the 
consent of the email recipient. All advertising 
content must comply with the applicable 
requirements of the advertising law.

Decree 90 also prohibits certain activities 
relating to spam emails and text messages 
such as: (i) falsifying the header of emails or 
text messages; (ii) exchange, trade or illegal  
use of software for collection of email 
addresses or text message numbers; and  
(iii) illegal collection or trade of lists of email 
addresses or text message numbers without 
the data subjects’ consents for sending spam 
emails and text messages.

12.2.6 Decree 72

Decree 72 of the Government dated  
15 July 2013, in effect from 1 September 2013 
(Decree 72), provides individuals and 
organisations with the right to privacy  
with respect to their information on the 
internet. Illegally using private information  
of organisations or individuals on the  
internet is strictly prohibited. 

Decree 72 specifically requires social  
network service providers to provide private 
information of users which is relevant to 
terrorism, crime or any violation of the law  
to the competent authorities, upon request.

Separately, the Law on Telecommunications, 
the Law on Consumer Protection, Publication 
Law, Insurance Law and Banking Law contain 
provisions for the protection of data privacy 
across each applicable sector.

12.3 Which authority oversees the data 
privacy law and what are its powers?

There is no overarching regulator or authority 
responsible for data privacy in Vietnam. 
Sector-specific regulators and authorities 
oversee the enforcement of laws protecting 
privacy in different sector areas. In practice, 
there has been little enforcement activity.

Offences under the Criminal Code may be 
punished by imprisonment of up to five years. 
Individual offenders who commit other illegal 
acts of infringing the secrecy of other persons 
may be subject to imprisonment of up to 
24 months. 

12.4 Does the regime have 
extraterritorial effect? 

Decree 72 is applicable to foreign entities 
which directly participate in, or are involved 
with, the management, collection and use of 
information on any networks (including any 
communication network such as the internet, 
WAN or LAN networks). In the absence of 
further clarification or guidance, Decree 72 is 
in theory capable of having extraterritorial 
effect, at least in relation to internet traffic 
directed at Vietnam.

Decree 90 is applicable to any entities which 
are involved in email or message exchange 
services in Vietnam. Decree 90 could, in 
theory, apply to offshore entities providing 
email services to Vietnamese citizens.

The Law on Consumer Protection may also 
apply to offshore entities providing goods and 
services to citizens in Vietnam. 

Under both the Law on Administrative 
Sanctions and the Criminal Code, 
administrative fines and criminal liability may 
apply to foreign entities or individuals who 
commit illegal acts ‘within the territory of 
Vietnam’. In theory, this could include the 
collection or processing of a 
Vietnamese citizen’s private information 
through the internet. 
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The individual’s consent is not required in 
certain circumstances, such as in the 
performance of a contract relating to the use 
of information, products or services in the 
network environment; or in calculating the 
charges for use of information, products or 
services in the network environment. The data 
subject should also be notified of the form, 
scope, place and purpose of collection, 
processing and use of their personal 
information. Organisations must only use the 
collected personal information for proper 
purposes and store such information only for 
the required statutory period or for a period as 
agreed with the data subject. Organisations are 
further required to take necessary managerial 
or technical measures to ensure the personal 
information will not be lost, stolen, disclosed, 
modified or destroyed. Organisations must 
immediately take necessary measures upon 
receipt of a request for re-examination, 
correction or cancellation from data 
subjects and not supply or use relevant 
personal information until such 
information is corrected.

Under Decree 72, organisations and companies 
establishing social networks are specifically 
required to store personal information of 
persons establishing personal blogs or 
providing information on social networks in 
accordance with the regulations issued by the 
Ministry of Information and Communication.

12.6 Is there a concept of ‘sensitive 
personal data’ and, if so, how is it 
treated differently?

The laws of Vietnam do not recognise the 
concept of sensitive personal data. 

In addition, under the Criminal Code, 
criminal liabilities may apply to foreign 
individuals who commit crimes outside the 
territory of Vietnam in accordance with 
international treaties of which Vietnam is a 
party. Offshore entities using private 
information of Vietnamese citizen outside of 
Vietnam may be subject to criminal liabilities 
in Vietnam. In practice, however, there do not 
appear to have been any instances of offshore 
entities being criminally prosecuted under 
this legislation.

12.5 On what basis can personal data  
be processed? 

The Civil Code provides that the collection and 
publication of material on ‘the private life of 
an individual’ is prohibited, except with the 
individual’s consent or if the collection of data 
has been approved by a ‘competent state 
authority’. The information that would fall 
under ‘the private life of an individual’ is not 
defined and, to date, no guidance has been 
provided by the courts or the authorities on 
this matter. 

The IT Law requires organisations and 
individuals that collect, process and use 
personal information of another person in a 
network environment to obtain the consent of 
the data subject, unless otherwise stipulated 
by law.
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• the information sharing or transfer is 
requested by the customer or the 
customer’s lawfully authorised 
representative. This provision arguably 
permits a customer to ask a credit 
institution to share information on their 
deposits with other credit institutions; or 

• the information is requested by a 
competent state authority. 

When data is shared among banks in 
accordance with Decree 70, Circular 02 of the 
State of Bank of Vietnam dated 4 April 2001 
stipulates that: 

• the general director of the bank (or a duly 
authorised representative) must authorise 
the supply of the information. As the law 
is drafted, it appears that the general 
director or his authorised representative 
would need to authorise each individual 
disclosure of information; and 

• the provision of information must be 
accompanied by a summary of the 
disclosure, defined as a ‘minute of provision 
of information’, containing: the time of 
the provision of information; the place of 
the provision of information; detailed 
contents of the information provided; the 
scope of use of the information provided; 
the names of the representatives of the 
information provider and recipient; the 
persons participating in the process; and 
witnesses (if any).

12.7 Do data owners need to register 
with or notify any authorities, or 
appoint an official compliance officer?

There is no requirement for data owners to 
register or notify the authorities, or to appoint 
a compliance officer. 

12.8 What rights do data subjects have 
to access and correct their data?

The IT Law provides that individuals have the 
right to request any organisation or individual 
storing their personal information in a 
network environment to check, correct or 
delete such information. The relevant 
organisation or individual must take 
appropriate measures immediately upon 
receipt of the request and cannot supply or use 
the relevant information until corrected. 

12.9 Can transfers of data be made 
within a group or to third parties? 

12.9.1 Information technology (IT) and 
telecommunications

The IT Law requires private information of 
organisations and individuals that is 
exchanged or stored in the network 
environment to be kept confidential. 

12.9.2 Banking 

Under Decree 70 of the Government dated 21 
November 2000 (Decree 70), credit institutions 
are permitted to supply ‘information 
concerning deposits and deposited property’ of 
customers in certain limited circumstances, 
including where:

• the information is for the credit 
institution’s ‘internal activities’; 

• the information is provided to another 
credit institution on its request. In such 
circumstances, the other credit institution 
may use the supplied information only for 
its ‘internal activities’; 
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In addition, Decree 90 also prohibits the 
exchange, purchase, or sale of lists of 
electronic addresses. Administrative fines of 
up to US$1,900 may be imposed for:

• the trade, sale and purchase or distribution 
of software used for the collection of 
electronic addresses or rights to use 
such software;

• the use of the above-mentioned software for 
collecting electronic addresses without the 
approval of the individuals whose 
electronic addresses are be collected; and

• the trade, sale and purchase of lists of 
electronic addresses or rights to use 
such lists for the purpose of sending 
spam emails. 

12.13 How are cookies regulated?

There is no law that specifically 
regulates cookies.

12.14 What rules are applicable  
to employee monitoring?

Under the Labour Code, there are no specific 
regulations that restrict the collection, 
publication or transfer of employees’ personal 
data. However, the general provisions of the 
Civil Code and other regulations may apply so 
that the employees’ consent to collection and 
use of materials on their private life would be 
required, unless the approval of a competent 
state authority has been obtained.

12.10 Can data be exported  
to other countries?

Currently, Vietnamese law contains no 
express prohibitions on transferring or 
storing information overseas. Decree 
72 obliges certain service providers 
(ie organisations and enterprises establishing 
social networks, general websites, gaming 
services, and information service providers on 
mobile networks) to operate servers onshore in 
Vietnam to ensure that the data is available for 
access by government authorities.

12.11 Does the law directly apply to 
data processors and other service 
providers who process data on behalf 
of data owners or just to data owners?

The laws apply generally to any entity involved 
in collecting or using data, including data 
processors and other service providers. 

12.12 How is direct marketing 
regulated? 

Direct marketing is regulated under Decree 90. 
This is supplemented by Decree 77 dated 
5 October 2012 which requires that an 
advertisement email or text message can only 
be sent to a recipient after obtaining the 
recipient’s consent, that is an opt-in consent. 
Where recipients have agreed to receive emails 
or text messages, these must include an 
opt-out function, which allows the recipient to 
request to cease receiving the advertisement. 
In the absence of further implementing rules 
and guidance, these direct marketing 
provisions are in theory capable of applying to 
direct marketing emails and SMS text 
messages sent by offshore entities to 
Vietnamese citizens.
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12.18 Are there any expected reforms?

The Vietnamese General Assembly is still 
considering a comprehensive consumer 
protection law. The draft law includes 
provision for the ‘Protection of Consumers’ 
Privacy’, which would impose requirements on 
businesses in line with those outlined in the 
APEC Privacy Framework. Vietnam has already 
established a national trustmark that can 
serve as an accountability agent, TrustVN, as a 
sub-unit within their e-commerce and IT 
agency. A final decision as to the appropriate 
enforcement authority has not been made but 
will likely be the Ministry of Trade. The 
government’s recently-adopted ‘Master Plan on 
e-commerce Development for the Period 
2011–2015’ recommends ‘[s]tate Agencies 
review, supplement, amend and promulgate 
new policies and legal texts to give support and 
create favorable conditions for the e-commerce 
development, including: legal texts ensuring 
that personal information in e-transactions is 
legally protected according to international 
standards and Vietnam’s international 
commitments.’ At present, there are no 
further reforms proposed to regulate data 
privacy in Vietnam.

12.15 What are the rules relating  
to data retention?

Under the IT Law, personal information must 
only be stored for the specified period as 
stipulated by law or as agreed between the 
organisation collecting the personal 
information and the data subject.

12.16 Must data security breaches  
be notified to affected individuals  
or the authorities?

There are no specific legislative provisions 
which require a regulator or affected 
individual to notify of data security breaches.

12.17 What are the rules relating  
to law enforcement access to data?

As a general principle, personal information 
may be collected without the individual’s 
consent where the collection is subject to the 
decision of the competent authorities. There 
are also certain regulations which specifically 
allow the authorities’ rights to access personal 
information. Decree 72 requires social network 
service providers to provide private 
information of users to the competent 
authorities upon request which is relevant to 
terrorism, crime or violation of the law. The 
Criminal Procedure Code adopted by the 
National Assembly on 26 November allows 
criminal investigators to have the right to 
carry out body searches or search locations, 
correspondence, post, postal parcels and any 
other object for the purposes of an 
investigation, subject to obtaining 
necessary approvals from the competent 
judges or procurators.
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Foreign law firms are presently not licensed  
to practice PRC law. Accordingly, any references 
to or discussions of PRC law in this guide 
are based on our understanding of publicly 
available PRC laws and regulations, our 
informal discussions with PRC authorities and 
our experience representing foreign companies 
in their business activities in the PRC.
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