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With a quick Google search revealing that Facebook now has over 1.2 billion members and 
that every second two new members join LinkedIn, it’s no wonder that businesses are getting 
increasingly concerned about the impact of social media. 

Far from being just an employment law issue, employers who fail to control their employees’ 
use of social media may well suffer the consequences: be it a generalised loss of productivity 
in the workplace, the unauthorised disclosure of confidential information, the infringement 
of third party IP rights, the loss of LinkedIn contacts or Twitter followers or even liability for 
the discriminatory or defamatory comments posted by employees who don’t know better. 
We’ve seen from the various YouTube scandals how much damage employees can do to a 
brand in just a few minutes.

But despite these risks, lots of businesses still have in place old style policies that don’t even 
reference social media or haven’t been updated for some time. Employers with those sorts of 
policies will have much less control over the way their employees use social media and will 
find it much harder to discipline employees in that context should they act in a way the 
employer deems to be inappropriate. In turn, those employers who want to take decisive 
action will find it harder to defend that action should it come to be considered by a tribunal 
in the context of, say, an unfair dismissal case or discrimination case.  

Below are eight steps HR professionals and in-house employment lawyers can take to help 
their businesses manage these risks effectively.

Understand the social media strategy
As a starting point it’s absolutely essential to understand your company’s approach to social 
media: how is it used internally and externally as a business tool for marketing, brand 
control, recruitment and networking? Should employees’ personal use of social media be 
encouraged, discouraged or simply tolerated? Is it legitimate for certain employees to use 
social media as part of their jobs and, if so, how should that be regulated? It’s only once you 
can answer all those questions that you’ll be in a position to draft sensible and workable 
policies that are fit for purpose.

Update or implement a social media policy
Well drafted social media policies cover the use of social media by employees at any time, 
including outside office hours, and regardless of whether they’re using office equipment or 
not. Any such policy should:

make very clear exactly who it applies to and who is responsible internally for • 
implementing, administering and amending it;

expressly refer to all other relevant policies (such as the electronic information and • 
communications policy, the equal opportunities policy, the disciplinary policy etc); 

set out the company’s position on accessing social media sites at work ie when and for • 
how long (if at all);
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set out common sense guidelines and recommendations for using social media • 
responsibly and safely recognising, for example, the need to respect confidential 
information and colleague privacy, not to make derogatory comments about the company 
or discriminatory comments about colleagues, clients etc;

set the parameters for the use of social media as a business tool (if applicable). For • 
example, if employees use websites such as LinkedIn or Twitter to communicate with 
clients, employees should be told that those accounts remain the property of the 
company, must be opened in the company’s name only, and should not be used for 
personal purposes. When an employee leaves, there should be a clear process for handing 
over the login details and passwords; and

explain the company’s position on monitoring (ie when and how and for what purposes it will • 
be carried out) so that employees understand the sorts of levels of privacy they can expect. 

Update the disciplinary policy
Once the decision’s been taken to update your social media policy, you should take the 
opportunity to update your disciplinary policy to make it clear, as far as possible, what sorts 
of behaviour will not be tolerated and how they’ll be viewed and sanctioned. In difficult 
cases, having clear policies will enable businesses to take quick and decisive action that they 
will find much easier to defend at tribunal should they need to. 

Once you have an appropriate disciplinary policy in place, it should be adhered to as closely 
as possible. A policy is only as good as its enforcement.

Update the equal opportunities policy and anti-harassment policy
Updating the equal opportunities policy also helps set the tone for behaviours that will and 
won’t be tolerated and again will help cast your businesses in a sympathetic light in the eyes 
of a tribunal if they need to take decisive action against, for example, abusive or potentially 
discriminatory posts by employees on, say, Facebook or Twitter. 

Employers should make sure that they take complaints of harassment or discrimination via 
social media seriously and respond quickly and appropriately in line with their policies. 

Roll out new training
Training on your policies helps to get the message across as to what is and what isn’t acceptable 
practice. It can also be a helpful way of defending any vicarious liability claim in the context of, 
for example, employee harassment or discrimination. 

Training should be rolled out to the workforce as a whole and should be updated regularly. 
Best practice is to require employees to confirm in writing that they’ve participated in the 
training and understand the relevant policies. Some businesses require employees to do this 
annually to ensure that any policy changes are captured. Including the training as part of 
any new starter induction process can be a helpful way of securing compliance. Online 
training is often easier to administer and more cost-effective, and is therefore becoming an 
increasingly common way of ensuring compliance with expected behavioural norms.

Reconsider recruitment/background checking process 
The question as to the extent to which HR should be using social media as a source of 
background checking of new hires is still hotly debated. Statistics suggest that 93 per cent 
of businesses now use social media as a marketing tool so why shouldn’t HR jump on 
the bandwagon? 

The starting point is that the standard data protection principles apply and that means there 
are legal risks with doing this. In addition, there are likely to be reputational risks for 
employers who do these sorts of checks – it may even put the best candidates off applying.
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If the intention is to do these checks despite those risks, the following safeguards should be 
put in place as a minimum: 

applicants should be warned in advance that the checks may be done and the possible • 
consequences of them; 

HR should be careful that they use any information they discover appropriately and • 
document their recruitment decisions so that it’s clear that, for example, information 
about someone’s sexuality or their religious beliefs (information that would never 
normally be included on someone’s CV but may be freely available on their profiles) 
has not formed the basis of those decisions. Tribunals can and will draw inferences 
where there is no clear explanation for a rejection and the evidence points to a 
discriminatory reason;

searches should only be used to obtain specific information and not as part of a general • 
fishing exercise;

if search results, for example, suggest an applicant has lied on their application form or • 
in interview, that applicant should be given an opportunity to challenge the veracity of 
those results in case there’s been a mistake;

HR professionals should be prohibited from adding an applicant as a ‘friend’ or otherwise • 
connecting with an applicant via social media to investigate their background; and

these sorts of checks should only be performed at an advanced stage of the application • 
process so that unnecessary checks aren’t run on a whole host of applicants who won’t, 
in all likelihood, be offered a job.

Review employment contracts
It’s also worth updating template employment contracts to make sure they deal appropriately 
with confidential information (including its return or destruction on termination) and that 
restrictive covenants are clear enough to take into account any relevant social media rights 
(for example LinkedIn contacts or Twitter followers). We saw similar issues played out very 
publicly when Laura Kuenssberg (chief political correspondent for the BBC News channel) 
defected to ITV, changed her Twitter address to ITVLaura and took her huge Twitter 
following with her. Similarly, in a US law case last year, a media company, Phonedog, sued its 
former employee, Noah Kravitz, for damages for continuing to use a Twitter account he set up 
while employed by the company. Kravitz changed his Twitter account user name after he left, 
but his 17,000 or so followers stayed with him. The company argued that the Twitter 
followers were a list of customers and, therefore, its property. The US court found that social 
media accounts could constitute a form of property that is protectable by an employer.

Crisis management
It’s absolutely essential that companies have appropriate crisis management plans in place 
for when things go wrong with social media. Companies need to know what to do in a crisis, 
understand social media take-down procedures, marketing protocol, employee policies etc. 
This should be given serious thought in advance – businesses don’t want to be scrambling 
around at the last minute trying to work out, for example, how to take down abusive or 
unhelpful Twitter messages or YouTube clips before they go viral or how to regain control of 
LinkedIn accounts.
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